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1. The use of this guideline

This configure instruction is for Dragino NB-loT models with -NB or -NS suffix, for example DDS75-NB. These
models use the same NB-loT Module BC660K-GL and has the same software structure. The have the same

configure instruction to different loT servers. Use can follow the instruction here to see how to configure to connect to
those servers.

2. Attach Network

2.1 General Configure to attach network

To attache NB-loT sensors to NB-loT Network, You need to:

Get a NB-loT SIM card from Service Provider. (Not the same as the SIM card we use in mobile phone)
Power Off End Node ( See below for the power off/on position)

Insert the SIM card to Sensor. ( See below for direction)

Power On End Node

Configure APN in the sensor (AT+APN=<APN>), example AT+APN=iot.1nce.net

oD~

Take out Jumper to power off
Put Jumper to power on



https://www.quectel.com/product/lpwa-bc660k-gl-nb2
http://wiki.dragino.com/xwiki/bin/view/Main/How%20to%20configure%20APN%20in%20the%20node/
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BC660K-GL Module Nano SIM Card
Insert Direction

Direction

28ad
SymmE-F

8986 1122
2330 0793
104X NB

v

After doing above, the NB-IoT Sensors should be able to attach to NB-IoT network .

The -NB and -NS models support LTE Cat NB2, with below frequency band: multiple frequency bands of B1/
B2/B3/B4/B5/B8/B12/B13/B14/B17/B18/B19/B20/B25/B28/B66/B70/B85 . Make sure you use a the NB-loT SIM
card.

SIM Provider AT+APN= NB-loT Coverage
1NCE iot.1nce.net Coverage Reference Link

Austria, Belgium, Bulgaria, Croatia, Czech Republic, Denmark, Finlan
Latvia, Malta, Netherlands, Norway, Puerto Rico, Russia, Slovak , Repu
UK, US Virgin Islands

China Mobile No need configure China Mainland, HongKong

China Telecom ctnb China Mainland

2.2 Speed Up Network Attach time

BC660K-GL supports multi bands B1/B2/B3/B4/B5/B8/B12/B13/B14/B17/B18/B19/B20/B25/B28/B66/B70/
B85. It will search one by one and try to attach, this will take a lot of time and even cause attach fail and show
Signal Strenght:99. User can lock the band to specify band for its operator to make this faster.

AT+QBAND? // Check what is the current used frequency band
AT+QBAND=1,4 // Setto use 1 frequency band. Band4
Europe General AT+QBAND=2,8,20 // Set to use 2 frequency bands. Band 8 and Band 20
Global General : AT+QBAND=10,8,20,28,2,4,12,13,66,85,5

Verizon AT+QBAND=1,13
AT&T AT+QBAND=3,12,4,2
Telstra AT+QBAND=1,28
Softband AT+QBAND=2,3,8

After connection is successful, user can use AT+QENG=0 to check which band is actually in used.

By default, device will search network for 5 minutes. User can set the time to 10 minutes by AT+CSQTIME=10 so
it can search longer.

See bands used for different provider: NB-loT Deployment , Bands, Operator list



https://1nce.com
https://1nce.com/en-ap/1nce-connect
http://wiki.dragino.com/xwiki/bin/view/Main/NB-IoT%20Deployment%20%2C%20Bands%2C%20Operator%20list/
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3. Configure to connect to different servers

3.1 General UDP Connection

The NB-loT Sensor can send packet to server use UDP protocol.

3.1.1 Simulate UDP Connection by PC tool

We can use PC tool to simulate UDP connection to make sure server works ok.

(1) - SecureCRT

ew Options Transfer

Enter host <Alt+R>

103 Bas | X5

p

er/session name =...

ns
9.91.62.30
9.91.62.30 (1)
1.117.181.127 (1)
2.168.123.55
2,168.123.55 (1)
2.168.123.55 (2)
2.168.123.55 (3)
oxyl6.rt3io
oxyl7.rt3.io
oxyl7.rt3.io (1)
oxyl7.rt3.io (2)
oxy22.rt3i0
oxy22.rt3io (1)
oxy22.rtdic (2)
oxy22.rtd.io (3)
oxy22.rt3.io (4)
rial-COM3

Script  Tools Window Help

BNl S FRY e @
" 119.91.62.30 (1) x |« SFTP-119.91.62.30 (1)

-bash: syntax error near unexpected token (
[root@wM-8-3-centos ~]# p¥1h0n3 udp_server.py
Traceback (most recent ca 1 Tast}

File "udp_server.py”, Tine 7, in <module=

s.bind(('10.0.8.3", 9696))

oserror: [Errno 98] address already in use
[root@wm-8-3- centos ~1# python3 udp_server.py
waiting for dat
Recew;ed b" \xngxpPG\xqu\xOO\xES\XOC\xBS\XIG\XOl\xﬂu\xﬂﬂ\xﬂl\xuu\xbﬂ\xu5\xl4\x00\x00d\xc8\xbﬁ\x90'
37221
Reply:b '\ xF8gxpPG \x10g"\ x00"x85" x0c\ x95 X164 x01 " x00%x00%x01,x00" xb0" x05"% x14 " x00" x00d", xc 8" xb6" x90 "
Receﬁ;ed b\ xf8gxpPGx10q"\x00, X854 x0c xa0" x17x01,x00"x00" x01 "\ x00 Xxc 3\ X054 x14" x00%,x00d"\ xc8"\xb 9\ xbb "
37234).
Reply:b "\ xF8gxpPG \x10q" x00"x85" x0c\ xal x17 \x01 x00%x00%x01 ', x00" xc3"\ x05"% x14 4 x00"\ x00d", xc 8 xh 3" xbb *
Receﬁ;ed b\ xf8gxpPa'x10q"x00" x85 x0c xa0" x1cx01\x00"x00" x01 " x00" xbb\ x05% x14" x00"x00d" xc &\ xb 9\ xd9"
37234).
Reply:b \xF8gxpPG\x10q"x00"x&5" x0c\ xa0' x1c\x01\ x00%x00%x01 ', x00" xbb'\ x05% x14 " x00"\ x00d", X8\ xh9" xd9"
Receﬁ§ed b\ xF8gxpPG\X10q"\x00" X85 x0c  xa0" x1d\x01 \x00"x00\ x01\ x00"\ Xxb7 \ X054 x14" x00\x00d X C &\ xb N\ xF7 "
37234).
Reply:b "\ xF8gxpPG'\x10q" x00"\ x854 x0c \ xa0  x1d  x01\ x 00 x00x01\x00" xb7 "\ x05"% x14 ' x00" x00d " X8\ xh 9\ xf7 "
Receﬁ;ed b\ xf8gxpPG'\x10q"\x00 X854 X0c) xa0" x1h' x01\x00" x00 x01 x00" xb6" X054 x14 x00", x00d" \ X&' xba\ x1f "
37234
reply:b’ \xfsgxpPG\xqu\xOO\xBS\xOc\xao\xlb\xol\xOO\XOO\XOL\XOO\be\XO5\x14\xOO\xOOd\ch\xba\xlf

from ('221.178.127.

from ('221.178.127.

from ('221.178.127.

from ('221.178.127.

from ('221.178.127.

194"

194"

rReceived b’'\xf8gxpPG'x10q'\x00x85x0c xa0"x1ch,x01x00"x00 x01\x00" xb7x05' x14"x00x00d"\ xc8 xbac" from ('221.178.127.194"

34
Rep'\y b* \x'FBgxpPG\xlClq\xUU\xB5\xOc\xau\xlc\xul\xOO\XOO\XDI\XUO\xb’\xU5\x14\x00\x00d\xc5\xb

rReceived b’\xf8gxpPGix10q'\x00%x85 x0c xa2"x1dx01x00"x00" x01"x00" xb7 \)(CI5\)«14\)((](}!\)«DOd\)(cB\xbial\)(bw= from ("221.178.127.194"

37234).
iep'\y b\ xf8gxpPG'x10g" x00%x85" x0c \ xa2" x1d"\ x01'x00%x00" x01 \x00"% xb7 '\ X054 x14" x00"x00d"\ xc 8"\ xba" xbf

3.1.2 Configure NB-loT Sensor
3.1.2.1 AT Commands

AT Commands:

« AT+PRO=2,0 /I Set to use UDP protocol to uplink ,Payload Type select Hex payload
+ AT+SERVADDR=120.24.4.116,5601 // Set UDP server address and port
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AT+NAHERG6G2 A7 B53462762

[816]reboot error:HRST?

DRAGIHD SH58U3-HE HB-IoT Sensor Hode

Image Uersion: vi.08.8

MB-IoT Stack : D-BCA6BK-881

Protocol in Used: UDP

[7669]HBIOT has responded.

[12861]Echo mode turned off successfully.
[13347]Disable the reporting of deep sleep event URC.
[14786]Hodel information:BC66BK-GL.

[16846]The IMEI number is:B66207B53462762.

[17394]The IHSI number is:460683823186206.

[19442]5et the data format for sending and receiving.
Currently set frequency band: 1,2,3,4,5,8.,12,13,17,18,19,208,25,28,66,70,85
[26484]5ignal Strength:2y

[31518]PSH mode configured

[34151]DHS configuration is successful

[48195]Ho DHS resolution required

[41233 ] *==x*xUpload start:fexxss

[W176%9]remaining battery =3245 mu

[42563]D5S18B28(1) temp is -B.686
[42666]adc_mU(1):53.88

= |[42693]Ho I2C device detected

[46238]0pen a Socket Service successfully
[53283]Datagram is sent by RF

[54317]5end complete

[55341]#===*End of uploadsssxs

AT+PURMZ

3.1.2.2 Uplink Example

S ] “Sgilap 3 pyth
i = g rarle SLnip L] R, B e P
F o2 Ale 0¥ 7 2
Sepiane Blyigges B H iF: ilgipbimbwat F o fpythen

PE+ XPOI XS
R .

8 120284016

B Spray

3.2 General MQTT Connection

The NB-loT Sensor can send packet to server use MQTT protocol.
Below are the commands.
AT Commands:

+ AT+PRO=3,0 // Settouse MQTT protocol to uplink, Payload Type select Hex payload.
« AT+SERVADDR=120.24.4.116,1883 /I Set MQTT server address and port
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AT+CLIENT=CLIENT /I Set up the CLIENT of MQTT
AT+UNAME=UNAME /I Set the username of MQTT
AT+PWD=PWD /I Set the password of MQTT
AT+PUBTOPIC=NSEO01_PUB /I Set the sending topic of MQTT
AT+SUBTOPIC=NSEO01_SUB /I Set the subscription topic of MQTT

DRAGIND SH58U3-HB HB-IoT Sensor Hode

Image Version: v1.8.8

HB-IoT 5tack : D-BCAGGBK-BO1

Protocol in Used: HQTT

[7378]HBIOT has responded.

[11781]Echo mode turned off successfully.
[13847]Disable the reporting of deep sleep event URC.
[ 14486 |Model information:BCAGBK-GL.

[15746]The IHEI number is:866287853462762.

[17894]The IMSI number is:468883823186206.

[19142]Set the data Format for sending and receiving.
Currently set frequency band: 1,2,3,4,5,8,12,13,17,18,19,28,25,28,66,70,85
[26184]Signal Strength:25

[31218]PSH mode confiqured

[33851]DHS configuration is successful

[39895]Ho DHS resolution required

[48933 ] xxxxxllpload start:Bexexx

[#W1469]remaining battery =3245 mu

[42263]1D518B28(1) temp is -8.86
[42366]adc_mU{1):56.00

[43471]Ho I2C device detected

[48989]0pened the HQTT client network successfully
[52467 ]5uccessfully connected to the server
[57522]3ubscribe to topic successfully

[61868]Close the port successfully

AT+PUWRH2

[62269]5end complete

[63293 |==x=xxxEnd of upload=xxxx
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@ MQTT - 1.7

File Extras Help

i Disconnect
Publish m Scripts  Broker Status  Log

pub
pub pub

Dump Messages LT Unsubscrice ] Qo

Topics Collector (0) Scan o

pub

28-07-2023 14:23:43.51823972

86620705346 200640cad180100000000330000000064C35ed9

Notice: MQTT protocol has a much higher power consumption compare with UDP/
CoAP protocol. Please check the power analyze document and adjust the uplink period to a suitable interval.

3.3 ThingSpeak (via MQTT)
3.3.1 Get MQTT Credentials

ThingSpeak connection uses MQTT Connection. So we need to get MQTT Credentials first. You need to point MQTT Devices to Tt


https://thingspeak.com/
https://thingspeak.com/
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hingspeak.com/devices/mgtt

m ThingSpeak*" Channels ~  Apps ~  Devices~  Support~ Commercial Use ~ How to Buy

MQTT Devices

Add a new device

Device Details: Authorized Channels and Permissions: MQTT Client ID:

BC660-Test dragino-test (396640) «’publish +'subscribe JCozZK 4tBQQHMSwW

No description
Point to Channel
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Support~

|:| ThingSpeak“ Channels~ Apps~  Devices~

MQTT Devices [ Edit BC660-Test
Edit BC660-Test

Device Information

Name BCH60-Test

Description Enter optional information about this device for later reference.

MQTT Credentials
Use these MQTT credentials to publish and subscribe to ThingSpeak channels. Learn More

Client ID JCoZKTL 4tBQQHMSw )
Username JCoZKT. ‘QQHMSw | &)
° | -

Password 90000000000000000000000

Authorize channels to access ©

-- Select a Channel --

Add Channel

3.3.2 Simulate with MQTT.fx

3.3.2.1 Establish MQTT Connection
After we got MQTT Credentials, we can first simulate with PC tool MQTT.fx tool to see if the Credentials and settings are fine.
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Profile Mame | ThingSpeak

Profile Type  MOQTT Broker hd E\Y m
MQTT Broker Profile Settings

Broker Address | mqgtt3.thingspeak.com

Broker Port | 1883

Client ID | JCoZKTcOCTYI 30OHMSwW Generate
General BUESEeEGENEIEE SSL/TLS Proxy  LWT
User Name | JCoZKT: YhHBOQOHMSW

Password | eeeessssssststt s et issend

+ Broker Address: mqtt3.thingspeak.com

* Broker Port: 1883

+ Client ID: <Your ThingSpeak MQTT Client|D>

« User Name: <Your ThingSpeak MQTT User Name>
» Password: <Your ThingSpeak MQTT Password>

3.3.2.2 Publish Data to ThingSpeak Channel

|:| ThingSpeak“‘ Channels~  Apps~  Devices~  Support~

dragino-test

Channel ID: 396640
Author: draginol
Access: Private

Private View Public View Channel Settings Sharing AP| Keys Data Import / Export

Add Visualizations H £ Add \Widgets H Export recent data
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‘ Disconnect
m Subscribe  Scripts  Broker Status  Log

» | channels/396640/publish Ml Fuobish |

field1=45&field2=60&status=MQTTPUBLISH

In MQTT.fx, we can publish below info:

+ Topic: channels/’YOUR_CHANNEL_ID/publish
+ Payload: field1=63&field2=67&status=MQTTPUBLISH

Where 63 and 67 are the value to be published to field1 & field2.

Result:

dragino-test

Channel ID: 396640
Author: draginol
Access: Private

Private View Public View Channel Settings Sharing APl Keys Data Import / Export

Add Visualizations “  Add Widgets “ B Export recent data MATLAB Analysis MATLAB Visualization

Channellof4 < >

Channel Stats

Created: 5yearsago
Lastentry: lessthan a minute ago
Entries: 71580

Field 1 Chart F o & x Field 2 Chart F o & %

Temperature Humidity
200 ‘
100 / 67

o

Temperature('C)
Humidity

Jan '23 Mar ‘23 May ‘23 13:16:56 13:16:57 13:16:58 13:16:59 13:17:C
Date Date
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3.3.3 Configure NB-loT Sensor for connection
3.3.3.1 AT Commands:

In the NB-loT, we can run below commands so to publish the channels like MQTT.fx

+ AT+PRO=3,1 // Setto use ThingSpeak Server and Related Payload
+ AT+CLIENT=<Your ThingSpeak MQTT ClientiD>

+ AT+UNAME=<Your ThingSpeak MQTT User Name>

+ AT+PWD=<Your ThingSpeak MQTT Password>

« AT+PUBTOPIC=<YOUR_CHANNEL_ID>

+ AT+SUBTOPIC=<YOUR_CHANNEL_ID>

3.3.3.2 Uplink Examples

|:| Thingspeak'" Channels = Apps = Devices = Support = Commercial Use How to Buy

Lastentry: aboutaminuieage 531B-NB DashBoard in
Entries: T1774 Thi
ingSpeak
Field 1 Chart Z o s x Field 2 Chart
Temperature Humidity
E 100
E] £
g =
a E:
a 5
E -4
=
Juw i ] 05 ol L) Ry %2
Daité Dt
ThingSsuk com Tringioaak com
Field 3 Chart g o s x Field 4 Chart
dragino-test dragino-test
e ]
E 14 b
2 bartery 3.27 -
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A A A, 14 A
Date
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For SE01-NB

For DDS20-NB
For DDS45-NB
For DDS75-NB
For NMDS120-NB
For SPHO1-NB
For NLMO1-NB
For NMDS200-NB
For CPNO1-NB
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For DS03A-NB
For SN50V3-NB

3.3.3.3 Map fields to sensor value

When NB-
loT sensor upload to ThingSpeak. The payload already specify which fileds related to which sensor value. Use need to create fileds in

dragino-test

Channel ID: 396640
Author: draginol
Access: Private

Private View Public View Channel Settings Sharing APl Keys Data Import / Export

Channel Settings Help
Percentage complete 30% Channels store all the data that a ThingSpeak application collects. Each channel includes
o
& eight fields that can hold any type of data, plus three fields for location data and one for
status data. Once you collect data in a channel, you can use ThingSpeak apps to analyze and
Channel ID 396640 visualize it.
dragino-test .
Name ® Channel Settings
Description + Percentage complete: Calculated based on data entered into the various fields of a
channel. Enter the name, description, location, URL, video, and tags to complete your
# channel.

Field 1 Temperature / + Channel Name: Enter a unigue name for the ThingSpeak channel.

+ Description: Enter a description of the ThingSpeak channel.

Field 2 Humidity / + Field#: Check the box to enable the field, and enter a field name. Each ThingSpeak
channel can have up to 8 fields.
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Channel Stats

Created: 5years ago
Lastentry: aboutamonth ago
Entries: 71763

Field 1 Chart Field 2 Chart o #f x

Temperature 48 Humidity

r
=3

Temperature(C)
Humidity

o

Below is the NB-loT Product Table show the mapping.

I
Temperature Humidity Battery RS¢
Temperature Humidity conduct diele
DDS20-NB distance Battery RSSI

DDS45-NB distance Battery RSSI

distance Battery RSSI

NMDS120-NB distance Battery RSSI

ph Temperature Battery RS¢
Humidity Temperature Battery RSS
NMDS200-NB distance1 distance2 Battery RSE
alarm count door open duration calc
DS03A-NB level alarm pb14door open num pb1.
mod Battery RSSI DSt
mod Battery RSSI DS1
mod Battery RSSI adcl
mod Battery RSSI DS1
mod Battery RSSI DSt
mod Battery RSSI cour

3.4 Datacake

Dragino NB-IoT sensors has its template in Datacake Platform. There are two version for NB Sensor,

As example for S31B-NB. there are two versions: S31B-NB-1D and S31B-NB-GE.


https://datacake.co/
https://datacake.co/

Home - General Configure/Commands to Connect to loT server for -NB & -NS NB-loT models

+ S31B-NB-1D: This version have pre-configure DataCake connection. User just need to Power on this device,
it will auto connect send data to DataCake Server.

» S31B-NB-GE: This verson doesn't have pre-configure Datacake connection. User need to enter the AT
Commands to connect to Datacake. See below for instruction.

3.4.1 For device Already has template
3.4.1.1 Create Device

Add Device in DataCake.

Dragino NB-loT... DATACAKE
David.huang@dra...
Fleet > Devices \
Devices Columns ~ + Add Device
Devices
‘= List Grid Map
Reports
Cake Red Actions v
Members DEVICE PRIMARY SECONDARY DEVICE DEVICE
SIGNAL BATTERY
Rules
. 867787051528614 143°C 91 % 13 3.57 Volt
Workspace
Integrations f847de7ad152dead 0°C 0% 0 0 Volt
White Label
[ ] f867787051528176 234°C 53.2% 10 3.58 Volt
Billing

fB67de7ad152dead
¢ Add-Ons
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@ LoRaWAN
; Choose from 16 LoRaWAN networks

¢ Particle
parTIcLE  CONNECt your Particle devices

API
Generic AP device with support for MQTT and HTTP connectivity

Pincode claiming
Claim an existing device by pincode

|' S loT Creators
J@M NWnectivﬂy by Deutsche Telekom

o ‘C’ Dragino NB-loT

orememc  COnnect Dragino NB-loT devices

Next

Choose the correct model from template.
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Add Dragino NB-loT Device X
STEP1 STEP 2 STEP3
Product Devices Plan

Datacake product

You can add devices to an existing product on Datacake, or create a new empty product. Products allow you to share the same
configuration (fields, dashboard and more) between devices.

Existing product New product New Product from template
Add devices to an existing product Create a new empty product Create new product from a
template

P

Dragino N95S31B
Dragino NB-IoT Temperature and Humidity Sensor UDP

Back MNext

Fill Device ID. The device ID needs to be filled in with IMEI, and a prefix of 'f' needs to be added.
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Add Dragino NB-loT Device

STEP 2
Devices

Add Devices
You can add one or more Dragino NB-loT devices at a time. Devices are identified by their device IDs.

imei

DEVICE ID / NAME LOCATION

i $867737051528176 | i Name Location

Please enter a device name

+ Add another device




Home - General Configure/Commands to Connect to loT server for -NB & -NS NB-loT models

»

E DATACAKE

Fleet » f867787051528176

f867787051528176

Serial Number Last update
f867787051528176 Tue Aug 8, 2023 16:27:16 GMT+08:00
ER Dashboard 31l History 3¢ Configuration 3\ Debug §® Rules @ Permissions
Humidity Temperature Battery Signal
3 minutes ago 3 minutes ago 3 minutes ago 3 minutes ago
0
53 3.58 9
% Volt
0 100 10 60.00 2.00 4.00
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- 0 W 0. B Y W0 20008 Y Wi
A Chart 4, Default 1H 1D 1W 1M Custom
100
251 .

Il‘-. | ~20

P /
\ I~ \

\ - . v

\ :!_»\/ N e . AN~

0
16:45 18:00 19:15 20:30 21:45 23:00 00:15 01:30 02:45 04:00 0515 06:30 07:45 09:00 10:15 11:30 12:45 1400 1515 1630

-o- Temperature -o- Humidity

3.4.2 For Device already registered in DataCake before shipped
3.4.2.1 Scan QR Code to get the device info

Users can use their phones or computers to scan QR codes to obtain device data information.
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17:04 4% & 0 il = =D #
> S31B-NB

S31B-NB

Hurnidity Temperature
a1 seconds ago 21 seconds ago

Temperature Max Today

a1 seconds ago 130.00 °C
Signal

51 seconds ago 17
Battery

51 seconds ago 3.60 Volt

Tempd
ok pefault 1H 1D 1W 1M Custom

100

=Rl

B0

130+ —

40

20

|

0235877 FNIASEE 0237858 20023/88

- Temperature -e Humidity
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3.4.2.2 Claim Device to User Account

By Default, the device is registered in Dragino's DataCake Account. User can Claim it to his account.

3.4.3 Manual Add Decoder in DataCake ( don't use the template in DataCake)

Step1: Add a device

Bl oatacake
Fleet Devices

Devices

i= st Grid Map

DEVICE PRIMARY SECONDARY

0°C 0%

Showing 110 3 of 3 results

DEVICE SIGNAL

0dBm

0dBm

Columns v + Add Device

e

DEVICE BATTERY

0 Volt

0 Volt

S0perpage v Previous

Step2: Choose your device type,please select dragino NB-IOT device

Actions v
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Add Device

@

M
w
PARTICLE

First, choose the connectivity type of your device.

LoRaWANM
Choose from 16 LoRaWAN networks

Particle
Connect your Particle devices

APl
Generic AP device with support for MQTT and HTTP connectivity

Pincode Claiming
Claim an existing device by pincode

loT Creators
NE-loT and LTE-M connectivity by Deutsche Telekom

DRAGIND

Dragino NB-loT
Connect Dragino NB-loT devices

CE
Connect 1NCE devices

Step3: Choose to create a new device
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Add Dragino NB-loT Device

STEP 1 STEP 2 STEP 3
Product Devices Plan
Datacake product

You can add devices to an existing product on Datacake, or create a new empty product. Products allow you to share the same
configuration (fields, dashboard and more) between devices.

Existing product New product New Product from template
Add devices to an existing product Create a new empty product Create new product from a
template
—

New Product
If your device is not available as a template, can start with an empty device. You will have to create the device definition (fields,

dashboard) and provide the payload decoda[ in the device's configuration.

Product name

o0eq

A

-
2 (o

Step4: Fill in the device ID of your NB device



Home - General Configure/Commands to Connect to loT server for -NB & -NS NB-loT models

Add Dragino NB-loT Device

STEP 1 STEP 2 STEP 3
Product Devices Plan
Add Devices

f+IME

‘You can add one or more Dragino NB-loT devices at'a time. Devices are identified by their device IDs.

DEVICE ID NA LOCATION TAGS

| 12 Add

Device ID is a required field

+ Add another device

Back

Step5: Please select your device plan according to your needs and complete the creation of the
device
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7 days data retention
500 datapoints / day
max 5 per workspace

1 month data retention
1,000 datapoints / day
Cancel any time

3 months data retention
2,500 datapoints / day
Cancel any time

12 months data retention

7,500 datapoints / day
Cancel any time

Add Dragino NB-loT Device X
STEP 1 STEP 2 STEP 3
Product Devices Plan

Free Light Standard Plus

€0.00 / month €1.00 / month €3.00 / month €5.00 / month

Cancel any time

. ooking for a way to consolidate your billing or a more affordable package pricing?

Explore our package and enterprise pricing options

Have a code?

Step6: Please add the decoder at the payload decoder of the device configuration.

Decoder location: dragino-end-node-decoder/Datacake-Dragino_NB at main - dragino/dragino-end-node-
decoder (github.com)

Due to version update, please use the following decoder for the new version firmware:
dragino-end-node-decoder/Datacake-Dragino NB_New_Version at main - dragino/dragino-end-node-decoder

(github.com)



https://github.com/dragino/dragino-end-node-decoder/tree/main/Datacake-Dragino_NB
https://github.com/dragino/dragino-end-node-decoder/tree/main/Datacake-Dragino_NB
https://github.com/dragino/dragino-end-node-decoder/tree/main/Datacake-Dragino_NB_New_Version
https://github.com/dragino/dragino-end-node-decoder/tree/main/Datacake-Dragino_NB_New_Version
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o n B oatacaxe

122 LHT52Test 1 222

Serial Number Last update
121123123 Never

EE Dashboard 1l History £} Configuration 3y Debug 1% Rules & Permissions

Reports General Configuration
Members .
Device name
€' Rules 1222
2} Workspace
lcon
Integrations No icon selected ¥
> White Label You can override the default product icen for this device
£ Billing Location description
22 Add-Ons

Tags
Add

You can use tags to group and filter your devices on dashboards and in rules

Metadata
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Payload Decoder

wide setting

When your device sends a payload, it will be passed to the payload decoder, where it i transformed into Datacake measurements

)1 .
thi iee) {
¥ bytes[1] + ¢ bytes[i];
ring(16);
12 ‘e’ : hexsyte : hexsyte;
19 ion parsepayload(hex) {
1] var offset = o;
1
13- ring, thI 1 {
2 arselnt (hexstring, 15);
2
= LF(Lengthrnsits 6 (value & (1 cc (lengthinsits - 1))) { // d
2z value -= (1 << lengthInBits); two's con
24 b —_— Paste your decoder here
B
b return value;
27 3
B
29 ar deviceID = hex.substr(offset, 16); offss
30 r versionstr = hex.substr{offset, 4);
31 3t oInt(versionstr) o
A oI (nex.Substr(offset, 4)) / 10} oFfset +u 45
3 var signal - toInt(hex.substr{offset, 2)); offset += 2;
s var mod = toInt(hex.substr(offset, 2)); offset
3 ar interrupt = toInt(hex.substr(offset, 2 v
£ ar Soil Moisture = toInt(hex.substrioffset.
Payload
® Trydecoder
Output console.log Output Recognized measurements

Step7: Add the output of the decoder as a field
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Fields

Fields describe the data the device will store.

® Live data

NAME IDENTIFIER TYPE ROLE

CURRENT VALUE LAST UPDATE
Battery BATTERY Float Device Battery 0 Volt 23days ago
Signal STGHAL Integer Device Signal 0 dBm 23 days ago
Temperature SHTTEMP Float Primary 0°Cc 23 days ago
Huidity SHTHUM Float Secondary 0% 23 days ago
Mod Moo Integer N/A 0 23 days ago
Ade aC Integer NA o 23 days ago
Interrupt INTERRUPT Imeger N/A 0 23 days ago
Tempds18b20 TENPDS 18820 Integer N/A 0 23 days ago
Configuration Fields
Configuration fields hold a static value and can have a product-wide default value, that can be overwritten on a device level. They can be accessed in decoders.
NAME IDENTIFIER FIELD TYPE DESCRIPTION VALUE

No fields have been created, yet
Create configuration fields to define configuration variables

Step8: Customize the dashboard and use fields as parameters of the dashboard

Fleet > 1222
1222

Serial Number ~ Last update
121123123 Never

EB Dashboard History Configuration Debug Rules Permissions E]
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Boolean Chart
Displays a boolean state Displays a chart

Headline Histogram
Displays a headline Displays a histogram

Map Text
Displays a map Displays a text widget

Switch
Displays a measurement Displays a switch widget

Slider Downlink
Displays a slider Button that sends a message to a device

Image Image Map
Displays a static image Display floor plans or interactive diagrams

y_ fame Device Fields
— Displays an iframe Displays a table with device fields
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Edit Value Widget x

Signal
No data

Basics Data Appearance Gauge Timeframe

Field
Signal

Battery

Signal v

Temperature

Humidity

Mod

Adc

Interrnt
Unit

English

<4 Add Translation = Sync Translations With Other Widgets

3.4.4 For device have not configured to connect to DataCake
Use AT command for connecting to DataCake
AT+PRO=2,0
AT+SERVADDR=67.207.76.90,4445

3.5 Node-Red (via MQTT)
3.5.1 Configure Node-Red
Take S31-NB UDP protocol as an example.
Dragino provides input flow examples for the sensors.
User can download the required JSON file through Dragino Node-RED input flow template.

Download sample JSON file link: https://www.dropbox.com/sh/mduw85jcuwsua22/
AAAvwPhg9z6dLjJhmZjgBf ma?di=0



http://wiki.dragino.com/xwiki/bin/view/Main/Node-RED/
https://www.dropbox.com/sh/mduw85jcuwsua22/AAAvwPhg9z6dLjJhmZjqBf_ma?dl=0
https://www.dropbox.com/sh/mduw85jcuwsua22/AAAvwPhg9z6dLjJhmZjqBf_ma?dl=0
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We can directly import the template.

The templates for S31-NB and NB95S31B are the same.

BCE60 L5 e echartsill b 4+
Arrange
Import
Export
function
Search flows
SErmie Configuration nodes
£ I ‘ o Flows
@ RWC Subflows
delay 1s S,
B Groups
Manage palette
7 Mt Settings
Keyboard shoricuts
e Node-RED website
FEHUARNTANE
madhdhéE 1| HTEERM
- 0|+

Please select the NB95S31B template.



Home - General Configure/Commands to Connect to loT server for -NB & -NS NB-loT models

Import nodes

Paste flow json or | & select a file to import

Import to ca.lrrentﬂuw

- | | programmer EUESfIfEU 18£8 s
> b EF || TSE NB xx 2019/12/3 15:52 bd
|| mesEE 2023/7/17 11:45 3
> i, Windows (C) |[] s31-NBJjson 2023/8/9 17:20
b ARHEEEE (D)
> b v < I >

STEEN): | 531-NB.json - | ISON 2

Import to ‘ current flow | new flow ‘
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Import nodes
48 nfig
Clipboard Paste flow json or | X select a file to import
Local [ i all flows

"id": "T7058b7 3fc4ar 809",
Examples "type™ "tab”,

"label": "S31B-NB",

"disabled": false,

"infa™: ™",

"env™ []

LHTEE-

"id": "30dcdf5T1a8fch1”,
"type”™: "udp in",

"z" "T7058b73fcdaTd09",
"name": "7999",

“iface™ ™,

“port”: "7999,

“ipv™: "udp4”,

"multicast™ "false”,

b "group": ",

i

LIEHIHILHIETH

LA

Importto | current flow | new flow \ LTC2
litest

B
¥
B
*

Successfully imported template.
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4 LAGE LWLO3A LMD5120 LTC2-3) EinhE-LHTE5N 531B-NB P+ - #* config

- .

5 ~ On all flov
B ° ‘
S EszEETE ]
= (] (] ]
7999 Gef parsed dals Check to see if the table exisis I- |
=u
i
e ]
CEZS EFENFSE EAT. L“
B e ® —
I Create tables if they don't exist, save daia if they exist I delay 1s Reading da s
n
e e o LAE
B RS EE echarts#iS JSONSS=E v
] ] [ ] nod
Get all the data for the table shi-temp JSON fo String u
LH
ent . .
BAT JSON fo String \Tc
e ° lite
DSTEMP JSON fo String u
on ﬁh
8 | ]
=h Label JSON fo String
118
a= ] ]
SHT-HUM JSON to String SH
1= —
¥ | 4 »

Users can set UDP port.
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Edit udp in node

o =3
oromies DI

) Listen for [ udp messages

% on Port 7999 using | ipvd v

& Output [ a Buffer

® Name [ 7999

Tip: Make sure your firewall will allow the data in_

Poriz already in use:
1222 1850 2002, 2999 3999 4999 5999 6363 6999 9999

3.5.2 Simulate Connection

We have completed the configuration of UDP. We can try sending packets to node red.
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-LHT&Sk 531B-NB P+ - j debug i@ &= |

LMDS120 LTC2-3

T current flow = @ al

202373/10 08:35:08 node: debug 81

¥ [ object ]

. S ——
TSRS BEZESFE 2023/8/10 08:36:41 node: debug &1
msg.payload : aray[1]
Get parsed dafs ettt Check to see if the table exisis et I- .
¥ [ object ]
[ ]
F x
FENaEEENESE = msg.payload : aray(1]

‘on't exist, save data if they exist —t I_ 4 delay 15 e Reading da va: abj g-g:
@ RWC

hum: 55.86
i ——
o - e —— P temp: 29.8
BrEAE echaris{{i JSONFFFrHE u
time: 1691627911
ata for the fable e shi-temp JSON fo String ettt u
| B BAT JSON fo String
{ DSTEMP JSON fo String p———d u
Ny Label JSON fo String
SHT-HUM JSON to String
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= N95531B

SHT-TEMP BAT
SHT-TEMP Line <O SHT-TEMP(T) DOBAd O % BAT Line -O- ATy bag+d L
150 4
120 3
0 2
60 -
a0 1
o T J 0r T J
123-08-09 17:55:31 2023-08-10 08:34:53 2023-08-1008 | | 1-08-08 17:55:31 2023-08-10 08:34:53 2023-08-10 08
SHT-HUM DSTEMP
SHT-HUM Line -0 SHT-HUMEC) OB Ad O % DSTEMP Line -0 DSTEMPIC) bhapgtdl ik
1
/ 08

3.5.3 Configure NB-loT Sensors

AT+PRO=3,0 or 3,5 // hex format or json format
AT+SUBTOPIC=<device nhame>or User Defined
AT+PUBTOPIC=<device nhame>or User Defined
AT+CLIENT=<device name> or User Defined
AT+UNAME=<device name> or User Defined
AT+PWD="Your device token”

3.6 ThingsBoard.Cloud (via MQTT)
3.6.1 Configure ThingsBoard

3.6.1.1 Create Device

Create a New Device in ThingsBoard. Record Device Name which is used for MQTT connection.


https://thingsboard.cloud/
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Add new device

o Device details device name o

Select existing device défault

profile

Create new device
profile

Next: Nntials
Cancel m

3.6.1.2 Create Uplink & Downlink Converter

Uplink Converter

The purpose of the decoder function is to parse the incoming data and metadata to a format that ThingsBoard can consume. device
value objects. Nested objects are not supported.

To create an uplink converter go to thelntegrations center -
> Data converters page and click “plus” button. Name it “MQTT Uplink Converter” and select type
"Uplink". Use debug mode for now.
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Add Data Converter X
3 Create new converter
Name* &
Enter the name for data converter MQTT Uplink Converter

4 Import converter
; Typer
Select Uplink type Uplink
5
Enable debug mode @ Debug mode

TBEL Java Script

function Decoder(payload, metadata) {
1 /** Decoder **/

// decode payload to string
var payloadStr = decodeToString(payload);

1 | var data = JSON.parse(payloadStr); s Specify a script to parse
Go to the Data converters page 77rddev;ceNamT 5 vgetgggﬁa.:nptc.spnt("/")[sl; and transform data
lecode payload to
var deviceType = 'sensor';

// Result object with device attributes/telemetry data
- var result = {

Arid moaNamas A ~aMama

8
Cancel ECSN | Add data converter

Downlink Converter

The Downlink converter transforming outgoing RPC message and then the Integration sends it to external MQTT broke
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Add Data Converter X
3 Create new converter
Name* @
Enter the name for data converter MQTT Downlink Converter
4 Import converter
. Typer
Select Downlink type Dol
5
Enable debug mode @ Debug mode

TBEL Java Script Choose TBEL function encoder

function Encoder(msg, metadata, msgType, integrationMetadata) { iy (v
1 // Encode downlink data from incoming Rule Engine message
2

3 // msg - JSON message payload downlink message json

4 /] msgType - type of message, for ex.
'ATTRIBUTES_UPDATED', 'POST_TELEMETRY_REQUEST', etc. i i

5 // metadata - list of key-value pairs with additional ‘/ SpeCIfy a scnpt to parse
data about the message and transform data

6 // integrationMetadata - list of key-value pairs with
additional data defined in Integration executing this
converter

|
1
Go to the Data converters page

7
8 /** Encoder **/

8
Cancel ECM® | Add data converter

Note:
Our device payload is already human readable data. Therefore, users do not need to write decoders. Simply create by de

3.6.1.3 MQTT Integration Setup

Go to the Integrations center -> Integrations
page and click “plus” icon to add a new integration. Name it“MQTT Integration”, select type MQTT;
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3
Select "MQTT" integration type
4
Enter integration name

Add Integration

Basic settings Uplink data converter Downlink data converter

Optional
Integration type*

MQTT

Name*
MQTT Integration

@ Enable integration

@ Debug mode

@@ Allow create devices or assets

Navigate to the "Integrations" page

2 m
(4] Click "plus" to create new integration

Connection

» The next steps is to add the recently created uplink and downlink converters;
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Add Integration

(] (2] (3]
Basic settings
mQTT

Connection

Uplink data converter Downlink data converter

Optional

@ Select existing uplink data converter

Uplink data converter*

Select the previously created
MQTT Uplink Converter

uplink data converter

At this step, you can either choose
a previously created uplink data
converter or create a new one

O Create new uplink data converter
directly in this window




Home - General Configure/Commands to Connect to loT server for -NB & -NS NB-loT models

Add Integration

Basic settings Uplink data converter Downlink data converter Connection
MQTT Optional

@ Select existing downlink data converter

Downlink data converter

L — Select_ the previously created
downlink data converter

(O Create new downlink data converter

Add a topic filter:
Consistent with the theme of the node setting.

You can also select an MQTT QoS level. We use MQTT QoS level 0 (At most once) by default;
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Add Integration

Basic settings Uplink data converter
maTT

10
Host*
SPeC|fY Host broker.hivemg.com

Credentials

Credentials type*
Anonymous

Downlink data converter
Optional

Connection

1
Specify Port

@ EnablessL
Topic filters

Topic
tb/magtt-integration-tutorial/sensc

Add a Topic filter

Single [+] and multi-level [#] wildcards supported

Qo$
0 - At most once

[+] is suitable for any topic filter level. Ex.: v1

or

You can also select an MQTT QoS level

[#] can replace the topic filter itself and must be the last symbol of the topic. Ex.: # or v1/devices/me/#.

Add topic filter

@  Execute remotely

Back

3.6.2 Simulate with MQTT.fx

M

Check connection Add
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Profile Name | onenet_mqtt_new

Profile Type  MQTT Broker -

MQTT Broker Profile Settings

Broker Address | broker hivemg.com

Broker Port | 1883

Client ID | df6d3832c6d44f0c9689b0F33 1 1cd4d

General BVECHOEG N SSL/TLS  Proxy LWT

Generate

User Mame | 936c0dbs-e9a5--92fdb-3f63c8bfce’

Password  eessssssssssssssse
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@ mMQTTH- 1.7 — [m] ®
File Extras Help
i Disconnect ol o
Publish m Scripts  Broker Status  Log
tb/mqtt-integration-tutorial/sensors/Adevice/temperature | ~ [ Autoscroll  REEER
th/matt-i = = Adevi &® | tomati fon-tutori Adevicef 1
Dump Messages LV Unsubscrice Qos0
Topics Collector (0) Scan ol
tb/mgtt-integration-tutorial/sensors/Adevice/temperature
1
28-07-2023 14:52:00.53520205 QoS0
{"temperature”:130.0, humidity”:0.0,"battery”:3.26,"signal":25}
-
Payload decodedby _Plain Text Decoder |, 5%
]

3.6.3 Configure NB-loT Sensor

AT Commands

+ AT+PRO=3,3 // Use MQTT to connect to ThingsBoard. Payload Type set to 3.
* AT+SUBTOPIC=<device hame>

+ AT+PUBTOPIC=<device name>

* AT+CLIENT=<device name> or User Defined

+ AT+UNAME=<device name> or User Defined

* AT+PWD=<device name> or User Defined

Test Uplink by click the button for 1 second
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Device A

Device details

< Details Attributes Latest telemetry Alarms Events Relations 0 >

332:5

Latest telemetry Q
3:07:0:

[[] Lastupdatetime Key + Value

[J =202307-2017:21:10 humidity 80

D 2023-07-2017:21:10 rawData {"temperature”:130.0, humidity"0.0, battery...

D 2023-07-2017:21:10 temperature 42

Items per page: 10 - 1-30f3

"topic": "tb/mgtt-integration-tutorial/sensors/Adevice/temper
"payload": {

"temperature": 136.8,
"humidity": @.8,
"battery": 3.25,
"signal™: 23
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'O' . Current subscription | ThingsBoard Cloud Maker |
¥¥, ThingsBoard 28 Dashboar.. > BEGrou. > Bg.. > HEEs. —
_0’ gﬂ\aud Platform — = = = EICIIEN Active (Action required)

A Home s31 = GO © = 3
B Plan and billing

/A Alarms
0

-20 -20

B3 Dashboards

-40

& Solution templates NEW temperagffe
60

humidity

4» Entities ~
e
=0 Devices

BEn Assets

W Entity Views

g Profiles

[ Device profiles

[} Asset profiles
2= Cusiomers ¢

3.7 ThingsBoard.Cloud (via COAP)

3.7.1 Configure ThingsBoard
3.7.1.1 Create Uplink & Downlink Converter
Uplink Converter

The purpose of the decoder function is to parse the incoming data and metadata to a format that ThingsBoard can consume. device
value objects. Nested objects are not supported.

To create an uplink converter go to thelntegrations center -
> Data converters page and click “plus” button. Name it “COAP Uplink Converter” and select type
"Uplink". Use debug mode for now.
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B Create new converter

Add data converter 2 Import converter ©,

e ,
| COAR|Uplink Converter ‘0 L ———

| Upiink - 9 Select uplink type

Enable debug mode
@ = Choose TBEL function decoder

R B
nessage from 3 buFfer
Go to the Data converters page yies
object

Specify a script to parse and transform data
/1 decode payioad to string
payloadStr = decodeToString(payload);

// decode payload to ISON

Description

Downlink Converter

The Downlink converter transforming outgoing RPC message and then the Integration sends it to external COAP
broker.
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Create new converter

Add data converter
Import converter

COAP Downlink Converter

select create new
converter

Trpe
Downlink

@ Debug mode

. Go to the Data converters page

Description

el . Add data converter

3.7.1.2 COAP Integration Setup

Go to the Integrations center -> Integrations
page and click “plus” icon to add a new integration. Name it“CoAP Integration”, select type COAP ;



Home - General Configure/Commands to Connect to loT server for -NB & -NS NB-loT models

@ Click *plus" to create

new integration
Add integration

Select "COAP" integration type

@ Navigate to the Enter integration name
“Integrations” page

P YT——

@ Click "Next"

The next steps is to add the recently created uplink converters;
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Add integration

Basic setiings Uplink data converter
carp

Uplink data converter T Select the previously created
Ui dsta comverter” uplink data converter

coap-up

At this step, you can either
choose a previously created uplink
data converter or create a

one directly in this window

3.7.1.3 Add COAP Integration
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B default setting
CoAP Base Address et i No configuration required

CoAP endpoint URL
(URLs configured in the
node need to be consistent)

Add completed

3.7.2 Node Configuration(Example: Connecting to the Thingsboard platform)
3.7.2.1 Instruction Description

* AT+PRO=1,0(HEX format uplink) &AT+PRO=1,5(JSON format uplink)
+ AT+SERVADDR=COAP Server Address,5683

Example: AT+SERVADDR-=int.thingsboard.cloud,5683(The address is automatically generated when the COAP
integration is created)



Home - General Configure/Commands to Connect to loT server for -NB & -NS NB-loT models

B Serial Port Utility - Personal Edition _

File Edit View Tools Control Help

|BeoplIBC|+ — P&

—Serial Port Setting AT+CFGMOD=1
Port [COM7(Silicon Labs CP21@x USB ~|

AT+DEUI=862406079162513
AT+PWORD=378e03
AT+SERVADDR=int.thingsboard.cloud,5683
(54.237.160.141,5683)

Baudrate (9500

Data Bits [8

Parity INone

AT+CLIENT=NULL
AT+UNAME=NULL
AT+PWD=NULL
AT+PUBTOPIC=NULL
- Receive Setting AT+SUBTOPIC=NULL
AT+TDC=7200

Stop Bits |1

Ll Ll L] Le L]

Flow Type INone

© Text CH
£ = | AT+INTMOD=0
[™ Auto Feed Line AT+APN=NULL
: AT+5VT=0
v Display Send AT+PRO=1.5
[" Display Time AT+RXDL=0

~ Send Setting AT+CFG
Send |

® Text " Hex
™ Loop IlBBB 3 ms AT+CFG
[ [com7 OPENED, 9600, 8, NONE, 1, OFF | Rac: 894 Bytes [ Tx: 46 Bytes [

Note:The port for the COAP protocol has been fixed to 5683

+ AT+URL1=11,character length,"Needs to be consistent with the CoAP endpoint URL in the platform"
If the module used is BC660K, only one URL directive needs to be configured,
eg.

« AT+URL1=11,38, "i/faaaa241f-af4a-b780-4468-c671bb574858"
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;"‘ B serial Port Utility - Personal Edition [m] X
Fle Edit View Tools Control Help
[Boop I BC|+ — D
~Serial Port Setting ! B
Port [COM7(Silicon Labs CP216x USB -| | [AT+SLEEP=0
AT+MQOS=2
Baudrate |9600 2 | | ATcapTYPE-1
Data Bits IE j I»"\T+UR|1 =11,38,"i/ffaaa241f-afda-b780-4468-c671bb574858"
. AT+URIZ=NULL
Parity [None =l | ATORIz=NULL
Stop Bits |1 ~| | |AT+URK=NULL
AT+URIS=NULL
Flow Type [Nione = | AT+URIs=NULL
AT+URI7=NULL
€ ~ Receive Setting AT+URIB=NULL
4| |@ Text " Hex ‘
AT+GENSST=30
I” Auto Feed Line AT+GPS=0
v Display Send AT+GTDC=24
AT+CLOCKLOG=1,65535,15,8
[” Display Time =
| = |
~ Send Setting AT+CFG
Send |
& Text  Hex
8 " Loop IlBBB 3 ms ATSCFG j
[COM7 OPENED, 9600, 8 NONE, 1, OFF | Rx: 889 Bytes [T 7 Bytes y

If you are using a BG95-M2 module, you need to configure TWO URL commands,

eg.
« AT+URL1=11,"";

+ AT+URL2=11,"/faaaa241f-af4a-b780-4468-c671bb574858"
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Bl Serial Port Utility - Personal Edition a *
Eile Edit View Tools Control Help
BeplIBC |+ —|0
Serial Port Setting AT+GD¥I‘:.IS=O B
Port [COM7(Silicon Labs CP216x USB ~| | |AT+TLSMOD=0,0
AT+SLEEP=0
Baudrate |9608 2 [ aTsMqos=2
Data Bits |8 ~| |AT+IPTYPE=1
. AT+URI1=11,"i"
Parity |None [~ AT+URI2=11,"faaa241f-af4a-b780-4468-c671bb574858"
Stop Bits |1 ~| | TAT=URI3=NUT
AT+URI4=NULL
Flow Type [lione =1 | | AT+uRis=NULL
AT+URI6=NULL
Receive Setting AT+URI7T=NULL
& Toxt C Hex AT+URI8=NULL
AT+GNSST=30
" Auto Feed Line AT+GPS=0
Iv Display Send AT+GTDC=24
AT+CLOCKLOG=1,65535,15,8
" Display Time j
Send Setting AT+CFG
Send
& Text T Hex 4
™ Loop 1000 El: ms AT+CFG j

COM7 OPENED, 9600, 8, NONE, 1, OFF | Rx: 886 Bytes

Tw: 7 Bytes

3.8 Tago.io (via MQTT)
3.8.1 Create device & Get Credentials

We use MQTT Connection to send data toTago.io. We need to Create Device and Get MQTT Credentials first.


https://admin.tago.io/
https://admin.tago.io/
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@ | Connector Selection P Authorization Cre

Browse through networks & connectors and create your device, Learn more,
Start
=
= Search
Files

My connectors Create a connector to ntoerate with

Ay SerE0C UEING any protacol

Learn none 4
-f @ Simulator
Run
WS AWS loT
= P Is-’—"'" a connector for your device ‘ All networks
. BeWhere earch a c ector for your dev
® Celio Recently added

€F Generic Endpoint

. ]
HTTe HTTPS .\\

L - -
& Kingis %
() LOKA
Custom HTTPS Custom MQTT Ardu
P LoRaWAN Actility Connect any device using HTTPS Connect any device using the MQTT Conne
o protecel directly to send/get data protocol to send/get data Tagolt

&S LoRaWAN ChirpStack

»,, LoRa ityKinect
& LoRawAN Cityki

MQTT: The Standard for loT Messaging

Custom MQTT

Jetails torage type
jivean for this device and n about . L
;:?senaet\:lc‘: hoere. = fevice andisarm sbouy nbmatt_test A Device Data Optimized (Immutable) v
Jefine the type of bucket to be used to store
lata for this device.
Jata Retention O Period @ Retention
‘he Data Retention feature automatically .
Select d v
emoves old data from the bucket after the siscta peno
reriod you define here. Learn more.
fain information Payload Type

et the initial configurations for this device.

Auto Parser (JSON or TEXT) \

Go to the Device section and create a device. Then, go to the section tokens and copy your device-token.
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Token information

Token

7547261 2-ceb2-4524-8932-9d1095d29c2d

MName

Default

Expires at

Mewver

Copy Token

The device needs to enable the TLS mode and set theAT+TLSMOD=1,0 command.
On the Connection Profile window, set the following information:

* Profile Name: “Any name”

+ Broker Address: mqtt.tago.io
* Broker Port: 8883

+ Client ID: “Any value”

On the section User credentials, set the following information:

+ User Name: “Any value” // Tago validates your user by the token only
» Password: “Your device token”

+ PUBTOPIC: “Any value”

+ SUBTOPIC: “Any value”

AT command:

+ AT+PRO=3,0 or 3,5 // hex format or json format
+ AT+SUBTOPIC=<device name>or User Defined

+ AT+PUBTOPIC=<device name>or User Defined

* AT+CLIENT=<device name> or User Defined

* AT+UNAME=<device name> or User Defined

« AT+PWD="Your device token”
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3.8.2 Simulate with MQTT.fx

|87 Edit Connection Profiles o [m| X

Connection Profile

Profile Name [ Tago

Broker Address  matttago.io J

-

ClientiD | tutorial | Generate |

General User Credentials Proxy Last Will and Testament

Enable S5L/TLS Protacol  TLSv1.2 -
CA signed server certificate
CA certificate file
CA certificate keystore
Self signed certificates
Self signed certificates in keystores

. Revert COK - Apply
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@ MQTTf- 1.7 — m] X
Exras relp
i Disconnect ol e
Publish m Scripts  Broker Status  Log
pub [ Autoscroll L
pub [ 2 it 1
Dump Messages  Mute | (IETESY Qos0
pub 2
QoS0
Topics Collector (0) Scan v
pub
2
08-08-2023 10:52:12 39132599 QoS0
£86620705346276200640cbc196100000000140514000064d1adce
Payload decoded by Plain Text Decoder ‘.
o = e e

Users can run the AT+PRO=3,5 command, and the payload will be converted toJSON format.
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@ MQTTfx-1.7.1 — m] X
Exras relp
i Disconnect ol c
Publish m Scripts  Broker Status  Log
pub [ Autoscroll L
pub &® | pub 1
Dump Messages  Mute | (IETESY Qos0
Topics Collector (0) Scan v
pub
1
08-08-2023 10:50:02 39002750 QoS0
{"IMEI":866207053462762, "temperature”:130.0, "humidity”:0.0, "battery”:3.27,"signal":26}
o =
pub
08-08-2023 10:53:13.39193085 o]

{"IMEI":866207053462762, "temperature™:130.0,"humidity":0.8,"battery”:3.27, "signal":26,

30.0, 9, Tue/Aug//8,/02:52:28/202
D 9, Tue/Aug//8/02:46:54/20

@, Tue/Aug//8/02:50:47/202
0, Tue/Aug//8/0 :
8, Tue/Aug//8/0

3.8.3 tago data



Home - General Configure/Commands to Connect to loT server for -NB & -NS NB-loT models

= Devices N
Auth: t + Add D
A ] Devices are the link between external things and the buckets in your account. Read more # Authorization
Home
Name & Last Input & Connector Network Active & Ty
5 e = pearch. ] search. search. v
Devices Buckets Files
nbmaqtt_test 5 minute ago Custom MQTT MarT ® s De
<> L &)
Analysis Actions Cores 1£222221 3 menths ago Custom TTI/ TTN LoRaWAN TT/TTN v3 ®Yes De
a @ f Isn50_temp 5 months ago Custom TTI/ TTN LoRaWAN TTI/TTN v3 ® Yes Def
Access Users Run -
\SHBOARDS Q |t = + LS 8 months ago Custom TTI/TTN LoRaWAN TTI/TTN v3 ® Yes De

I 2 purule ays M L ¢ o

Cemrarad Information Emvaiaine Fapoumd Farmss B L Irepescioe Gl AN P T IR LED Kaore

O L Inspsctar

514557 [MOTT] Device cormected ~Toke Br SO lient-I0: 123124 W
2: [MQTT] Dewice publish J t g rat i 4
[MgTT] D
1; [HqTT] Dw

1% 1:
bogmian:aa: [MQTT] Device disconsactsd

3.9 TCP Connection

AT command:

+ AT+PRO=4,0 // Settouse TCP protocol to uplink(HEX format)
+ AT+PRO=4,1 // Setto use TCP protocol to uplink(JSON format)
+ AT+SERVADDR=120.24.4.116,5600 //to set TCP server address and port

Sensor Console Output when Uplink:
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"4 >IN .

Image Version: v1.8.8
foomzl - | INB-IoT Stack : D-BC66OK-801
Protocol in Used: TGP
[7721]NBIOT has responded.
- [12852]Echo mode turned off successfully.
[13398]Disable the reporting of deep sleep event URC.
T [14757]Model information:BCA6OK-GL.
- [16897]The IMEI number is:8662087053462762.
[17445]The IMSI number is:460083823106286.
- [19493]Set the data format for sending and receiving.
Currently set frequency band: 1,2,3,4,5,8,12,13,17,18,19,20,25,28,66,70,85
[26535]Signal Strength:22
[31569]PSH mode configured
[34202]DNS configuration is successful
[48246]Ho DHS resolution required
[41284 ] ===xe=llpload start:@=sx=ess:
[41319]remaining battery =3262 my
[42116]DS18B28(1) temp is -8.086
[42219]adc_mU{1):18.08
[42346 Humidity =@.808 %rh
) Hex [42375]tem =1308.680 C
= [43915]0pen a Socket Service successfully
:::::;]ms [45964]Upload data successfully
[58584]Close the port successfully
[51543]5Send complete
[52567 | *=x=xEnd of uploadsxxzx

) Hex

PRAGIND 34 1-MB6 M6—[0T TENper4dCure &« Aonmioricy sensoff@nmoss

See result in TCP Server:

120.24.4.116 - SecureCRT — O

MEE #£EE =EENM EHOQ FED BEERE TEL EEH

| 120.24.4.116

Received b 'r@l” tw\xDOﬂ\xDc\xe2\){1d\xDl\xD0\xdc\xDD\ch\xel\xDD\xeleDl\de from

('223.104.255.116", 30608&).
Reply:b'r@l tw\xDDﬂ\xDc\xe2\x1d\xDl\xD0\xdc\xDD\ch\xel\xDD\xel\xDl\de
ACTraceback (most recent call Tast):
File "tcp_server.py", line 14, in <module>
buf = sock.recv(1024)
KeyboardInterrupt
root@iZwz9gilg0pbfmlwwenvamz : ~/python#

3.10 AWS Connection

Users can refer to Dragino NB device connection to AWS platform instructions

4. MQTT/UDP/TCP downlink
4.1 MQTT (via MQTT.fx)

Configure MQTT connections properly and send downlink commands to configure nodes through the Publish

function of MQTT.fx.

1. Configure node MQTT connection (via MQTT.fx):

AT command:


http://wiki.dragino.com/xwiki/bin/view/Dragino%20NB%20device%20connection%20to%20AWS%20platform%20instructions/#H1.LogintotheplatformandfindIoTcore
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AT+PRO=3,0 or 3,5 // hex format or json format
AT+SUBTOPIC=User Defined
AT+PUBTOPIC=User Defined

AT+UNAME=<device name> or User Defined

AT+PWD=<device name> or User Defined
AT+SERVADDR=8.217.91.207,1883 //to set MQTT server address and port

Note: To uplink and downlink via MQTT.fx, we need set the publish topic and subscribe topic
different, for example: AT+SUBTOPIC=SE01_SUB & AT+PUBTOPIC=SEO01_PUB.

r
. Serial Port Utility - Personal Edition
|

File Edit View Tools Control Help

BeoplIBC +— D&

[RXJ[L5:

Serial Port Setting

Port m
Baudrate ’m
Data Bits E?AA‘A‘AiE]
Parity m
Stop Bits m
Flow Type m

Receive Setting

s Text " Hex
[7 Auto Feed Line
v Display send

v Display Time

Send Setting

¢ Text " Hex

[ Loop |1eee@ 3: ms

[ Line by Line

X

ol.
:e1l:
:el:
:el:
:e1l:
:el:

Y&,

e4.

a5
es
es

255 ]

984]

.064]
.064]
.064]
05.

134]

C
AT+CFG
AT+MODEL=SE@1-NB-GE
AT+CFGMOD=1
AT+DEUI=8662070652559857
AT+PWORD=31711

vl.2.1

:el:
:el:
:el:
:e1l:
:el:
:e1:
:e1l:

es.
es.
es5.
es.

es
es
e5

134]
134]
134]
134]

.204]
.204]
.204]

AT+SERVADDR=NULL

AT+CLIENT=NULL
AT+UNAME=NULL
AT+PWD=NULL
AT+PUBTOPIC=NULL
AT+SUBTOPIC=NULL

A 00 0000 000 0D
XXX X X X X X XX X X

(NS (MY I MR M MR (M

[Rx][18:

:el:
:e1l:
:e1:
el:

e5.
es.
es.
e5.

204
264]
264]
264]

AT+TDC=7200
AT+INTMOD=0
AT+APN=NULL
AT+5VT=0

:e1l:

:e1:

es.

es.

264]

264]

AT+PRO=3,0

AT+RXDL=0

AT+CFG

|AT+CFG

COMS OPENED, 9600, 8, NONE, 1, OFF |Rx: 3,665 Bytes

Tx: 153 Bytes

2. When the node uplink packets, we can observe the data in MQTT.fx.

B | Edit Connection Prof
M2M Eclipse

Tago.io

ThingsBoard

normal mgtt
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@ MaTT.fx - 1.7.1 - a X

File Extras Help

‘ Disconnect ol °

Publish Scripts  Broker Status Log

SEO1_PUB - [ Autoscroll” RS
SEO1_PUB QoS0
Dump Messages Mute SE01_PUB 4
QoS0
SEO1_PUB 5
QoS0
SEO1 PUB 6
QoS0
SEO1_PUB 7
QoS0
SEO1_PUB 8
QoS0
SEO1_PUB
g
18-04-2024 14:39:29.52769034 QoS O
Topics Collector (0) Scan i 863663062798971", "Model" : "SEG1-NB", "temperature”:0.0, "humidi

conduct soil” soil dielectric
constant”:0.0, "battery”:3.32,"signal”:14,"1":[0.0,0.0,0,0.0,"2024/04/
:18:4 "2":[0.0,0.0,0,0.0,"2024/04/18
:[0. .0,
:[e. .0,
:[e. .8,
: 7,

0,0.0,"2024/04/18
0,0.0,"2024/04/18
6,6144.1,"2024/03/26

6,6144.1, "2024/03/26
5.1,5,6144.1,"2024/03/26
.0,4,6144.1,"2024/03/26 00:54:51"1}

Payload decoded by  Plain Text Decoder v

3. The downlink command can be successfully sent only when the downlink port is open.
The downlink port is opened for about 3 seconds after uplink packets are sent.

Therefore, when we see the node uplink packets in the Subscribe window, we need to immediately switch to
the publish window to publish the hex format command.
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@ MQTT.fx-1.7.1

(FICN Extras Help

n
. Disconnect

@ Subscribe Scripts Broker Status Log

|>> SEOQ1_SUB I - Publish W Qo..  Qo.. Retained

010000 2E

'O

i
L=
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@ MQTThx - 171 -

) Extras  Help

™ —

[T subscribe  Scripts  Broker Status  Log
SE01_5UB - EES @D w51 52 Retsined v
ol (B2

010000 2E | 5

180408]Exit sleep mode

187036]Signal Strength:l4

189970 +#t++lIplaoad start:Birir
192007]remaining battery =3310 mv

193155 water_soil:0. 00

103181] temp_soi1:0. 00

193207]conduct_soil:0

1943431501 _dielectric_constant:0.0
199800]0pened the MQTT client network successfully
103369]Successfully comected to the server
106536 olnad_data_suceessfully
}10475]Received downlink data
110522 | Subscribe to topic successfully
114070]Close the port successfully
}15110]Send complete

116136 ]4#t++End of uploacHkk

124468]Enter sleep mode

[+GETSENSORVALUE=1
Send

+GETSENSORVALUE=1

F | Ru 5,630 Bytes Tx: 187 Bytes

Note: Users can edit the hex command in advance. When the node uplink, directly click the publish
button several times to increase the success rate of command configuration.

5. FAQ
5.1 What is the usage of Multi Sampling and One Uplink?

The NB series has the feature for Multi Sampling and one uplink. See one of them

http://wiki.dragino.com/xwiki/bin/view/Main/User%20Manual%20for%20LoRaWAN%20End%20Nodes/SN50v3-
NB_BN-loT_Sensor_Node User_Manual/#H2.5Multi-SamplingsandOneuplink

User can use this feature for below purpose:

1. Reduce power consumption. The NB-loT transmit power is much more higher than the sensor sampling
power. To save battery life, we can sampling often and send in one uplink.
2. Give more sampling data points.


http://wiki.dragino.com/xwiki/bin/view/Main/User%20Manual%20for%20LoRaWAN%20End%20Nodes/SN50v3-NB_BN-IoT_Sensor_Node_User_Manual/#H2.5Multi-SamplingsandOneuplink
http://wiki.dragino.com/xwiki/bin/view/Main/User%20Manual%20for%20LoRaWAN%20End%20Nodes/SN50v3-NB_BN-IoT_Sensor_Node_User_Manual/#H2.5Multi-SamplingsandOneuplink

Home - General Configure/Commands to Connect to loT server for -NB & -NS NB-loT models

3. Increase reliable in transmission. For example. If user set

+ AT+TR=1800 // The unit is seconds, and the default is to record data once every 1800 seconds (30
minutes, the minimum can be set to 180 seconds)

+ AT+NOUD=24 // The device uploads 24 sets of recorded data by default. Up to 32 sets of record
data can be uploaded.

« AT+TDC=7200 // Uplink every 2 hours.

« this will mean each uplink will actually include the 6 uplink data (24 set data which cover 12 hours). So if
device doesn't lost 6 continue data. There will not data lost.

5.2 Why the uplink JSON format is not standard?

The json format in uplink packet is not standard Json format. Below is the example. This is to make the payload
as short as possible, due to NB-loT transmit limition, a standard Json is not able to include 32 sets of sensors data
with timestamp.

The firmware version released after 2024, Mar will use change back to use Json format. Detail please check
changelog.

1

2 "IMEI": "Beooowool. _ood",
3 "Model™: "D23-MB",

4 "temperaturel": -18.6,
5 "temperatured”: -489.5,
& "temperature3™: -489.5,
7 "battery": 3.33,

B "signal": 28,

9 "1

10 -18.1,

11 4995,

12 -489:5,

13 2024/02/28 89: @l: 38
14 1,

15 "2ty

16 s17.8,

17 -409;5,

18 -409.5,

19 2824/02/28 @7: 51: 18
2},

6. Trouble Shooting:

6.1 Checklist for debuging Network Connection issue. Signal
Strenght:99 issue.

There are many different providers provide NB-loT service in the world. They might use different band, different
APN & different operator configuration. Which makes connection to NB-1oT network is complicate.

If end device successfully attached NB-loT Network, User can normally see the signal strengh as below (between
0~31)
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B3

. (comz)

) Hex

4

URAGIAD 35 T1-MEB NB— 101 |E||]JEfa|:|]fE [3 Hl]llJ.UJ.Ly SEMSOFTdiiad L
Image Uersion: vi1.0.0

HB-IoT Stack : D-BC66BK-881

Protocol in Used: TCP

[7721]HBIOT has vresponded.

[12852]Echo mode turned off successfully.

[13398]Disable the reporting of deep sleep event URC.

[14757 JHodel information:BC66BK-GL .

[16897]The IHEI number is:866207053462762.

[17445]The IHSI number isz4G60083823106206.

[19u93]Set the data format for sending and receiving.
p p p hapd: 1,2,3,4,5,8,12,13,17,18,19,20,25,28,566,70,85

mode con 1gure-

[3&232]DNS configuration is successful

r482461Ho DHS resolution reauired

If fail to attach network, it will shows signal 99. as below:

Protocol in Used: UDP

[6588]MNBIOT has responded.

[10919]Echo mode turned off successfully,

[12365]Model information:BC95-GV.

[14203]The IMEI number is:8677 . C______ .

[15551]The IMSI number is:9012;

Currently set frequency band:5,8,3,28,20,1

[23247]The full frequency band is set successfully,and the module is being restarted...
Currently set frequency band:1,3,5,8,20,28

[25951]5et automatic network access successfully.

[31546]5ignal Strength:93
[33076]5ignal Strength:95
[34606]5ignal Strength:95
[36136]Signal Strensth:99

[37666]5ignal Strength:93

When see this issue, below are the checklist:

 Does your SIM card support NB-loT network? If SIM card doesn't not specify support NB-IoT clearly,
normally it doesn't support. You need to confirm with your operator.

Do you configure the correct APN? Check here for APN settings.

Do you lock the frequency band? This is the most case we see. Explain and Instruction.
Check if the device is attached to Carrier network but reject. (need to check with operator).
Check if the antenna is connected firmly.

If you have check all above and still fail. please send console log files (as many as possible) to
support@dragino.com so we can check.

6.2 Issue: "NBIOT did not respond”

11:24:22.397 [44596]NBIOT did not respond.
11:24:24.315 [46530]NBIOT did not respond.
11:24:26.256 [48464]NBIOT did not respond.
11:24:28.196 [50398]NBIOT did not respond.
11:24:30.115 [52332]NBIOT did not respond.
11:24:32.127 [54266]NBIOT did not respond.


http://wiki.dragino.com/xwiki/bin/view/Main/General%20Configure%20to%20Connect%20to%20IoT%20server%20for%20-NB%20%26%20-NS%20NB-IoT%20models/#H2.1GeneralConfiguretoattachnetwork
http://wiki.dragino.com/xwiki/bin/view/Main/General%20Configure%20to%20Connect%20to%20IoT%20server%20for%20-NB%20%26%20-NS%20NB-IoT%20models/#H2.2SpeedUpNetworkAttachtime
mailto:support@dragino.com
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11:24:32.127 [54299]Restart the module...
11:24:39.181 [61332]No response when shutting down

This issue might due to initiate issue for NB-loT module. In this case, please try:

1) Open Enclosure

2) Power off device by pull out the power on Jumper

3) Power on device by connect back the power jumper.
)

4) push reset button.

6.3 Issue: "Failed to readl MSI number

[18170]Failed to read IMSI:1umber.
[20109]Failed to read IMSI numoer.
[22048]Failed to read IMSI number.
[29842IRestart the module...

Make sure that the SIM card is insert in correct direction and device is power off/on during insert. Here is
reference link: Insert SIM Card.

6.4 Why sometime the AT Command is slow in reponse?

When the MCU is communicating with the NB-loT module, the MCU response of AT Command will become
slower, it might takes several seconds to response.
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LRXJL11:171:868.128] UK

[Rx][11:11:ee@.128] Data Upload Process
[Rx][11:11:83.210] [60883]Signal Strength:26
[[Tx][11:11:06.0853][AT+IDC=66_ ) Command Lost
IRx][11:11:66.148] [63816]*****Upload start:l*****
[Rx][11:11:06.180] §§§51|pgm§inijf battery =2978 mv
['Fx] [1].:1].:1E’.3f39] AT+TDC=68 3 S(}cc)ﬂ(js to reF](jr15G
[Rx][11:11:13.229] [70891]distance:@
[[Rx][11:11:13.83@]

Rx][11:11:13.830] OK

[Rx][11:11:13.83@]

ITx][11:11:13.839]] AT+TDC=68 3 seconds to reponse
Rx][11:11:16.399]

[Rx][11:11:16.399] OK

Rx][11:11:16.399]

[Rx][11:11:18.489] [76057]Datagram is sent by RF
Rx][11:11:19.459] [77091]Send complete
[Rx][11:11:20.469] [78115]*****End of upload*****
Rx1711:11:208.5001

6.5 What is the Downlink Command by the NB device?

UDP:

Its downlink command is the same as the AT command, but brackets are required.

Example:

{AT+TDC=300}

MQTT:

Json:

The Json format in MQTT mode needs to be configured with all commands.
If you have configurations that need to be changed, please change them in the template below.

Template:

{
"AT+SERVADDR""119.91.62.30,1882",
"AT+CLIENT":"JwcXKjQBNhQ2JykDDAA5AhNs",
"AT+UNAME":"usenamedragino”,
"AT+PWD":"passworddragino”,
"AT+PUBTOPIC":"123",
"AT+SUBTOPIC":"321",

"AT+TDC":"7200",

"AT+INTMOD":"0",

"AT+APN™"NULL"
"AT+5VT""0",
"AT+PRO""3,5",
"AT+TR™"900",
"AT+NOUD":"0",

"AT+CSQTIME™"5",

"AT+DNSTIMER"™:

Q"
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"AT+TLSMOD":"0,0",
"AT+MQOS""0",
"AT+TEMPALARM1":"0",
"AT+TEMPALARM2":"10",
"AT+TEMPALARM3":"0"

1
Hex:
MQTT's hex format. Since many commands need to support strings, only a few commands are supported.

The supported commands are consistent with LoRaWAN's hex commands.
Please refer to the following link to obtain the hex format:

http://wiki.dragino.com/xwiki/bin/view/Main/End%20Device%20AT%20Commands%20and%20Downlink
%20Command/

6.6 How to obtain device logs?
+ AT Command: AT +GETLOG

This command can be used to query upstream logs of data packets.

Il Serial Port Utility - Personal Edition
Eile Edit View Tools Control Help

Rop IIMC +— D& )
serial Port setting [Tx][19:18:51.683] /

[Rx][19:18:51.704
. [Rx][19:18:51.784] Exit sleep mode
Baudrate | 9680 >| [[Rx][19:18:51.724] Signal Strength:99 *1
[Rx][19:18:51.745] Signal Strength:18

Enter the command

Port |com3(silicon Lab x|

 EEE— 19
Data Bits|s zl [Rx]E19:18:51.164] xxxxxpload start:B***=*
Parity |None > |[Rx][19:18:51.794] Open a Socket Service successfully
., [————————— |[Rx][19:18:51.835] Upload data successfully
stop Bits |1 -
Flow Type |None - [R%][19:1B:51.865] Close the port successfully
[Rx][19:18:51.895] Send complete
Receive setting [Rx][19:18:51.905] *****End of upload*****
[Rx][19:18:51.935)
* Text " Hex [Rx][19:18:51.935] Exit sleep mode
. [Rx][19:18:51.954] Signal Strength:1@ .
| Auto Feed Line [R)(][19:18:51.975% ***%*Upload start:g****+ Print output
I Display Send [Rx]1[19:18:52.805] Open a Socket Service successfully

¥ Display Time [Rx][19:18:52.845] Upload data successfully

[Rx][19:18:52.865] Close the port successfully

send setting [Rx][19:18:52.895] Send complete
[Rx][19:18:52.115] *****End of upload*****

W LTI LT [Rx][19:18:52.144]

™ Loop 1800 =ims [Rx][19:18:52.144] Exit sleep mode

I Line by Line [Rx][19:18:52.164] Signal Strength:16
[Rx][19:18:52.184] *****Upload start:l1@*****
[Rx][19:18:52.204] Open a Socket Service successfully
[Rx][19:18:52.245] Upload data successfully
[Rx][19:18:52.275] Close the port successfully
[Rx][19:18:52.3085] Send complete

[Rx][19:18:52.315] *****End of upload*****
[Rx][19:18:52.345

M Afam.am.ra marT Fofa Voo o do

AT+GETLOG

6.7 How to find the AT Command Password if lost?

Why can't the password access AT command after upgrade(-NB)?

Because the new version of -NB firmware has updated the factory reset function, users can choose to restore all
parameters to factory Settings, or keep the password to restore the rest of the parameters to factory Settings.


http://wiki.dragino.com/xwiki/bin/view/Main/End%20Device%20AT%20Commands%20and%20Downlink%20Command/
http://wiki.dragino.com/xwiki/bin/view/Main/End%20Device%20AT%20Commands%20and%20Downlink%20Command/
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This update changes the password address of the firmware, so the password will be invalid after the customer
upgrades from the old version of firmware (without FDR1 function) to the new version of firmware (with FDR1
function).

Two different restore factory Settings configurations.
AT command:

+ AT+FDR // Reset Parameters to Factory Default.
+ AT+FDR1 // Reset parameters to factory default values except for passwords.(new)

Version Confirmation

We are now dividing the old firmware(without FDR1 function) with the new firmware(with FDR1 function) by
whether it contains FDR1 functionality. Please refer to the table:

General Model Firmware version Firmware version
(without FDR1 function) (with FDR1 function)

CPL03-NB, S31-NB, SN50V3-NB, TS01-NB, D20-NB, Before V1.2.1 After V1.2.1 (including V1.2.1)
DS03A-NB, DDS04-NB, DDS45-NB, DDS20-NB, DDS75-

NB, LDS12-NB, LDS40-NB, LMS01-NB, MDS120-

NB, MDS200-NB, SE01-NB, SPHO1-NB;

WLO03A-NB, SDI-12-NB; Before V1.0.2 After V1.0.8 (including V1.0.2)
SWS3L-NB, PS-NB; Before V1.0.5 After V1.0.5 (including V1.0.5)
RS485-NB Before V1.0.8 After V1.0.8 (including V1.0.8)

UART connection and firmware update methods

Users can query passwords only using the UART interface via the STM32CubeProgrammer.

See UART Connection.

update firmware through UART TTL interface : Instruction.

query the password via STM32CubeProgrammer

Users can use the password address to query the password through STM32CubeProgrammer.

» The password address for old firmware(without FDR1 function) : 0x08019000
» The password address for new firmware(with FDR1 function) : 0x08025D00

Notice: The password can only be queried after the firmware is run once.

Procedure for querying the password(old firmware):

+ After the firmware upgrade is complete, switch back to the FLASH and reset the node to run the firmware
once.

» Then place the switch at the ISP and connect to the STM32CubeProgrammer (same as when burning the
firmware).

+ Click "Device memory", enter 0x08019000 in "Address", and click "Read"

+ Find the 0x08019000 address field and then read the current password as shown in the screenshot below.



http://wiki.dragino.com/xwiki/bin/view/Main/UART%20Access%20for%20LoRa%20ST%20v4%20base%20model/#H2.3UARTConnectionforSN50v3basemotherboard
http://wiki.dragino.com/xwiki/bin/view/Main/UART_Access_for_NB_ST_BC660K-GL/#H4.2UpdateFirmware28Assumethedevicealreadyhaveabootloader29
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IAddrPsR 008012000 i | Size 0400 Data width 32-bit » Find Data Ox

Address ] 4 -] C
0x08019000 33313639 30620000 31001C20 30023005
0x08019010 00000000 00300900 00000000 38363632

0x08019020 30373035 38333836 36363900 03840008
0x08019030 00000000 22382E38 2E382E38 222C2238
0x0B8019040 2E3BZE34 2E342200 4E554C4C 00000000
0x08019050 00000000 00000000 00000000 00000000
Ox0B8019060 00000000 00000000 00000000 00000000
008019070 00020000 00000000 00000000 00000000
Ox0B019080 00000000 00000000 00000000 00000000
0x0B8019090 00000000 00000000 00000000 00000000

Log Live Update  Verbosity level .1 2 3

17:15:44 : UPLOADING .

Procedure for querying the password(new firmware):

Refer to the old and new firmware division above, and run the firmware first after updating the firmware.

« After the firmware upgrade is complete, switch back to the FLASH and reset the node to run the new
firmware once.

+ Then place the switch at the ISP and connect to the STM32CubeProgrammer (same as when burning the
firmware).

+ Click "Device memory", enter 0x08025D00 in "Address", and click "Read"

+ Find the 0x08025D00 address field and then read the current password as shown in the screenshot below.


http://wiki.dragino.com/xwiki/bin/view/Main/General%20Configure%20to%20Connect%20to%20IoT%20server%20for%20-NB%20%26%20-NS%20NB-IoT%20models/#HVersionConfirmation
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[&] sTM32CubeProgrammer = (u] X

Add'essl Dx080 :I Size Ox400 Data width 32-bit w | Find Data Ox
Address o 4 8 c

31323334 15360000 00000000 00000000

0x08025010 00000000 00000000 00000000 00000000

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

0x08025D20
0x08025030
0x08025040
0x08025D50
0x08025D60
0x08025D70
0x08025080
0x08025030

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

Log Live Update  Verbosity level (@ 1

10 : UPLOADING

+ Address

: Read progress

17:58:11 : Time elapsed during the read operation is: 00:00:01.271

Special case

If the user has never changed the password manually, the user cannot find the valid password through the above
two password addresses. In this case, the valid password is still the original password on the node box label (AT
+PIN).

Invalid query screenshot example:

E STM32CubeProgrammer - (m] *

Address

Addreas

0400

4

Data width

]

32-bit -

C

Find Data

008025000

00000000

00000000

00000000

00000000

Ox08025010
Ox08025020
Ox08025030
Ox08025040
Ox08025050
Ox08025060
008025070
008025080
008025090

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
(0000000
00000000
00000000
00000000
00000000
(0000000

17:29:26 : Time elapsed duning the read operation i 00:00:01.

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

273

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

Live Update

Verbosity level
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[ sThMI2CubeProgrammer

Address

0x400

Data width

32-bit =  Find Data Ox

Bl T T T T ASCIT
Ox08019000 0801BB5C 08018860 00000008 000007 D0 N T
Ba e o mairazs s - 2 ;
- + + i v —_—

0x08019020
0x08019030
Ox08019040
Ox08019050
Ox0E019060
Ox0E019070
Ox0EO190B0
Ox0EQ19090

08018860
D8015EES
00D0000A
DBO15F29
0000012C
DED1EBSC
DED1569D
OBD1BEGD

00000009
08015649
0OD001F4
DE01BBS5C

080159CD
OB01BEED
0DBO015965
00000000

000001F4
0801BB5C

0BO15F35
OBO1BBED
OBO15A1D
0000D00C
OBO15671
0000012C

08015EB5 Baaean B ph .
0B01BBE0 an, oA \e. e,
DBO15FES S TR S - S
0000000B j IIPURY T SR
0B015969
0000012C A\, .0
OBD1BBSC Mo
08015419 Fdrmnmmmm e L.

Size

002 ; UPLOADING

Address
Read progress:

Bytes
02019000

17:30:03 : Time elapsed during the read opera

an is: 00:00:01.272

Live Update  Verbosity level -




