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DIREKTRONIK

Direktronik AB tel. 08-52 400 700 www.direktronik.se

Safety information

The device complies with regulations and industrial standards in force in the Czech Republic and the
European Union. The device has been tested and is supplied in working order. To keep the device in
this condition, it is necessary to adhere to the following safety and maintenance instructions.

The device must not be used in particular under any of the following conditions:

The device is noticeably damaged

The device does not function properly

Unfastened parts can move inside the device

The device has been exposed to moisture or rain

The device has been serviced by unauthorized personnel

The power adapter or power supply cable are noticeably damaged

The manufacturer warrants the device only if it is powered by the supplied power adapter or an
approved power supply.
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/O Controller 2
Ethernet — RS-232/485 + inputs and outputs

I/O Controller 2 is an Ethernet-enabled device with 8 digital inputs,
8 digital outputs and a RS-232/485 serial interface.

All interfaces are accessible over TCP/IP using a M2M
protocol.

Two devices can be connected against each other
(Box-2-Box mode) in order to extend the digital and
RS232 signals over the computer network.

Basic features
e 1x full RS-232 or RS-485 serial port accessible over the Ethernet.

e The remote port can be controlled with a virtual driver for Windows just like, for example,
COM 5 (a Windows XP / Vista / Windows 7 / Server 2003 / Server 2008 / x64 driver is
available free of charge). Compatible with RFC2217.

e 100 Mbps Ethernet interface — 100BASE-TX, RJ 45

e Support for TCP/IP terminal, TELNET — NVT type (Network Virtual Terminal)

e Two devices can ,tunnel” the serial port, 8 inputs and 8 outputs over the Ethernet
e Web-based interface for configuration

¢ Wide range of supported serial interface parameters:
e Communication speed configurable from 300...115200 Bd
e Handshake (CTS/RTS, Xon/Xoff, none)
e Full serial port (Cannon DB9M - RxD, TxD, CTS, RTS, DSR, DTR, RI, CD, GND)
e Support for 7th to 9th parity bit (9th parity bit transferred over the Ethernet)

e SDK (Software Development Kit) is available for the device with examples for MS Visual
Basic, Delphi, Borland C++, JAVA, PHP and more
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Technical specifications

RS-232 serial port
+ Data bits

7or8or9

+ Stop bits, parity

1 or 2, None / Odd / Even / Mark / Space parity

+ Baudrates

50..115.2 kBd — entire range

+ Data flow control

XON/XOFF, CTS/RTS, None

+ Interface

1x DBOM (RxD, TxD, CTS, RTS, DSR, DTR, RI, CD, GND)

+ Implemented RS-232 signals

RxD, TxD, CTS, RTS, DSR, DTR, RI, CD

RS-485 serial port

+ Termination

None or internal 120Q termination (HWg-ER8x only)

+ Isolation

RS-485 line not optocoupled to the device’s power supply
- electrically isolated RS-232/485 to Ethernet (1000 V)

Digital inputs & outputs
+ Input type

Dry contact input

+ Logic LOW voltage

0.3V

+ Log. HIGH voltage threshold / “on” current

from 5V / 5mA to 20V / 25mA

+ Max. input voltage and current

up to 40V / 50mA / 1 second

+ Isolation Voltage

max. 50V to power supply

+ Sampling period

10 ms

+ SW control of inputs and outputs

Inputs and Outputs controlled over a NVT-based M2M protocol
(extended RFC2217) — short 7-byte binary commands over TCP/IP

+ Output type

Darlington transistors with common emitter, suppression diodes
max. 50V, max. 500mA / 1 output and max. 1500mA / all 8 outputs

Ethernet port

+ Interface

RJ45 100BASE-T / 100 Mbit/s

+ Compatibility

Ethernet: Version 2.0/IEEE 802.3

+ Supported protocols

IP: ARP, TCP + NVT (Network Virtual Terminal)

+ TCP connection closing

Data — 5s timeout (with NVT — ACK/NOP support)

Physical parameters & Environment

+ Temperature & humidity

Operating:
Storage:

0 - 65 °C (32 — 149 °F)
-10 to 85°C (14 to 185°F), humidity 5 to 95 %

+ Power supply requirements

8-30V / Max. device current consumption 200 mA DC

- barrel (coaxial) power connector, GND on the shield

+ Dimensions / Weight

120 x 94 x 25 [mm] (HxW x D) / 260 g

Note:

This parameter table is only indicative.

For a valid table, see the specifications for the particular device model.
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Connectors

Connector pinout

N-Co-plE

Serial Port

Ethernet

e o (o o0 o 0 e o 0 o o0 o |0 o 0 0 o e

RS-485 Port

Pin Signal
A + (A>B)
B -

AB

Power RS-485

|/0 Controller 2

RS-232 Port

Pin Signal
1 <- CD
2 <- RxD
3 > TxD
4 -> DTR
5 -- GND
6 <- DSR
7 -> RTS
8 <- CTS
9 <- RI

Cannon 9 - Male
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DIP 1 DIP 2 Function
ON OFF |RS-232 Setup mode (9600 8N1) Ethernet is disabled

OFF OFF |Serial port in the RS-232 mode

Serial port in the RS-485 mode

OFF ON check the &R and &H parameters (recommended: &R3 &H1)

LEDs:

Power —green......ccccoeevviiiiiiiiiiiniinneees External power connected

LINK —amber.....cccccoceeeiieieiiiiiiiiiiinnnn, Ethernet interface activity

Status — green ......oooeeeeevveiiiiiiieeeeeeeeens Device starting up, firmware upgrade

Setup —red......ccooiiii Device in serial Setup mode

INX — green ....ccccoevvveeiiiiiieee e, Input x is closed

OUTX —red. ..o, Output x is closed
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Quick SETUP
Con neCtl ng the Cab I es i Hercules SETUP utility by HW.cz = =10] x|
UDF Setup | Serial I TCP client | TCP serverl UDP I Test model About I
e Connect the supplied power ;
1 B | Flequied parameters
adapter to an electrical outlet. Y iyt & Erdmockies |
e SetDIP1 and DI.P2 to OFF. E;f-waﬁ?ﬂﬁ £ setmocke |
e Connect the device to the Ex TEAKey
Ethernet. Madule [P mask 1-[oioz0304 - 3 [os0eoBoC
[255 255 255.0 _ _
e Connect the power adapter to Gateay 2losteorcs | 4Jo0oEorio
the power connector at the [192168.6.254 Devics type: ot detectsd
- Fus wersion: 1.2
d evice. Acceptable addreszs range IP
° If the power IS OK’ the green !fi:;tuable addrezs range MASE
Power LED lights up. [coco
e If the Ethernet connection works D Bty otestn
properly, the LINK LED lights ¥ Enable TCP setup
up, and then flashes whenever
data transfer takes place
HWsroup

(activity indication).

vy HW-group.com

Hercules SETUP atilivy
Version 2.6.5

Configuring the IP address

Start the “HerculesSetup.exe” utility. It is available on the DVD (included in the “set” package)
or for free download at www.HW-group.com.

In the “UDP Setup” tab, click “Find modules”. The MAC address of the device appears in the
left column. Click the MAC address and set the required parameters (at least the IP address,
mask and gateway).

Make sure that “Enable TCP Setup” is checked. Click “Set module” to save the parameters to
the device.

You have now configured the IP address and other networking parameters and you can work
with the device.

MAC address not visible in the list?
LINK LED did not light up or the device does not respond? Please double check the following.

Does your Ethernet network support 10 Mbps devices?

Are you using a correct TP cable (straight-wired TP Patch when connecting to an Ethernet
switch, crossover cable when connecting to a PC)?

Check the DIP switch settings (all should be OFF).
Check your power adapter, make sure the Power LED is on.
Check the firewall settings at your PC.

www.HW-group.com
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Configuring the device over WWW
In the UDP Setup tab, click the correct MAC address and press Open in the WEB bro

@ VO Controller2 - Mozlla Firefox — m : .
 Soubor Upravy Zobrazeni Historie Zalozky Nastroje Napovéda

wser.

77 v | |28~ Google

I/O Controller2 H I_IJ group

System

{110 Controller2 o+

€ @ 192168141 Ll A

(o

Firmware Version vi.lu
Running TCP/IP Configuration
IP Address 192.168.1.41
MAC Address 00:0A:59:01:F5:F4
|
i
| IO Controller2 - For more information try www.hw-group.com

You need to log in to access the configuration.
The default password is 1234

www.HW-group.com 9/ 32
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Setting up the device using TCP Setup

Change to the “TCP Client” tab and enter the configured IP address. Set the TCP Port to 99.

Click “Connect”. The listing on the left displays the “WEB51>" prompt. Click inside this pane
and press ENTER. The window displays the current configuration.

To set a parameter, enter the % Hercules SETUP utility by HW.cz I ] 5
corresponding letter and the desired U0 el seid TERcit | 1CPsrver] UOP | Testmode| e |
value (for example “1192.168.6.8” t0  [comnecting co 192.165.6.206 ... s ([ P
set the device IP address). To show |7 ™= 7m0 [zisacae | [
the help for a command, enter the Upmees o TEMARS semun mTEEE Fing | % Discorne|
command and a question mark, and  |,., .i_..cu com 1 6.0 55 2.0 o1 see r—
press ENTER - for example, “1? s e oiDarseoise:zs T1E-’1§|3—}rs-|m
<Enter>". All the settings are It adaress 192.160.6.205 » [FeeToe 4 [ao0EoFTo
described in detail later in this i Mask 255.255.255.0 —
manual. 8
After setting the parameters, use R i naox o i0.0.0
for Reboot and press “Disconnect”  [5 s oo o0 |
to disconnect from the device. The L hmrve e e X vE e
device restarts. o Pore 2 =l

— Send
Note: TCP Setup can be disabled ! rhex_sed || HD5veus
with the “Enable TCP setup” option. | L RE N[ [ e
When unchecked, the device | ™ Hex_serd | Version 2.6.5

refuses connections to port 99.

Setting up the device using a RS-232 terminal

If you do not have Windows or our Hercules utility available, you can set up the device over RS-232
using any terminal.

Set DIP1 = ON, DIP2 = OFF.

Connect RS-232 (port 1) to a PC using the
supplied LapLink cable.

Open your favorite terminal program (e.g.
Hyperterminal), choose the correct serial
port and configure it to 9600 8N1.

Connect the power adapter to the
electrical outlet and to the device.

If the power is OK, the green Power LED
lights up.

If the serial cable and terminal program
are working, the text menu for configuring
the device appears.

Continue by following the steps as in the previous

case.

_,‘, PortBox - 9600 8N1 - HyperTerminal ;|g|5|
Soubor  Upravy Zobrazik Zavolat Pfenos  MNapovéda
2
=xx Hil-group.com HW 6.0 SW 2.J HB1 sx=x
MAC Address B0:0A:59:00:99:28
=========== [P Setup ============
I: Address 192.168.6.206
J: Port 23
M: Mask 295.255.255.0
G: Gateway 192.168.6.254
===== In IP access filter ======
W: Address 0.0.0.0
N: Mask 0.0.0.0
H: Port 0.0
¥: Port Mask 0.0
== fictive (Client/Server) mode ==
S: Send to IP PASSIVE mode
U: Port 23
T: IP mode TCP
¥: NetworkVirtualTerminal On
K: Keep connection off
E: Erase buffer on None
Press <Enter> to continue_
« | 2

0:00:19 pfipojen

|Aut0detekce

9600 5-N-1

BEC (123 [Zachytavani [ g

[5eRL

www.HW-group.com
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Quick control of inputs and outputs

This chapter shows how to read a digital input and set a digital output to a desired value. We assume
that a test board supplied with device samples is used.

The following assumes that you know how to enter the setup mode (RS-232 Setup or TCP Setup at
port 99). The respective steps were described in the previous sections.

e SetDIP1 =0FF, DIP2 = OFF, connect the test board to the connector and turn on the
device.

e Change to the “UDP Setup” tab, find the devices, and make sure that the “Enable TCP setup”
and “Enable NVT” options in the lower left-hand portion next to the MAC list are checked for
the respective device . If not, check both options and save your settings to the device.

e Double-click the IP address in the “UDP Setup” tab and change to the “Test mode” tab. The
double-click action should transfer the IP address and port to the Test tab. If this does not
happen, enter the values manually.

e Click “Connect”. The listing at the % Hercules SETURUEMIHERES =loix|
left-hand side displays Connecting, HUe[i:ifee;udpa!aSerial | TEP client | TCP server | UDP  Testmade | about |
followed by one or three NVT Connect ing to 152.165.5.20 - [ otielp Por
commands in the received data. All  jwr: #r ra 2c 33 £ #r 1o J1521885 208 |22
recognized commands are B X Discornes
displayed in blue. P —
The image shows the listing and the e e Pmuzm 3 [os0AB0C
configuration options of the ot dte v Delete EOL 20506070200 0EOF10
Hercules utility. To invoke the S | i’-\whmizationcode 8
menu, right-click inside the v Word-Wrap ensble _
receiving pane or the transmitting Lotofle b ]Eatc?o”?-p'ﬁw
pane. Yo [Fit e s

e Atthis point, click “Read” in the - |©ee0 0000 5
lower right-hand corner to read the I LED polarty [ Show 1/0 commands
|bnputs (8 switches at the test Ii::wm e s || LD

oard). Input states are indicated by o our

the virtual LEDs DO to D7, I ol N Hercales SETUP sty
respectively. States can be inverted ~|[T™ X7 0080 e Version 2.6.7

with the “LED polarity” option.

e The DO - D7 checkboxes set the corresponding outputs. The first command sets all outputs to
defined states, subsequent commands set individual bits. Outputs can be again inverted using
the “Inversed” option.

The “Write together” option does not send commands immediately when an output is selected;
instead, outputs are set after clicking “Write”.

e When “Show I/0O commands” is enabled, notice the I/0O Controller control sequences in the
incoming and outgoing panels. This makes it easy to test the commands.

e Enter “FF F6” to the Send lines at the bottom, check HEX and click the corresponding Send
button to send this command. The receiving pane should show “<wEB51 BHW 4.7 sw 2.J SN
002608 #01>" or something similar. You have just sent your first NVT command requesting
“Are You There” identification, and the 1/0O Controller replied with its HW and SW version. The
SN number consists of the last three bytes of the MAC address.

e If the TCP connection is closed while working (red message “Connection refused by
remote host”), click “Connect” to reconnect. The module uses a rather short timeout (50 s)
for manual control.

www.HW-group.com 11/ 32
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Setting up the device — Frequently Asked Questions

Ethernet no longer works but LINK is lit.

Perhaps the device was left in the “RS-232 Setup” mode that is activated by setting DIP1 = ON? In
this mode, the Ethernet does not respond. Set DIP1 = OFF and restart the device by disconnecting
the power supply for at least 3 seconds.

RS-485 communication does not work.
Make sure that termination resistors (120 — 470 Ohms) are present at the line or at the
connector.

When using a RS485 converter, configure &I1 or &12 and remember to turn on HALF DUPLEX
using &H1.

I need to supply power to a RS-232 application.

If you don’t need to control data flow (HW handshake) but need to power a device connected to the
serial port (max. 5 — 10 mA), power your application from the RTS output (pin 7 at the RS-232
connector). The &R0 parameter (&R: RS485/RS422 control) in the setup connects approximately
+8 V to +12 V to this pin.

Digital inputs and outputs cannot be controlled. RS-232 data work fine.
Most likely, “NVT” is disabled. Check this at the “UDP Setup” tab in the Hercules utility, in the TCP
Setup, or in the RS-232 Setup.

5-second timeout is too short to work with, is it possible to do something about it?
Yes, enable “Keep connection” in the Setup. /0O Controller then sends a command every 6
seconds that appears as “NVT: NOP” in the receiving pane, and the connection does not timeout.

www.HW-group.com 12/ 32
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HW VSP - virtual serial port

operating system and redirects data from this port via the Ethernet network to another

Virtual serial port driver is a software tool that adds a virtual serial port (e.g. COM5) to the I%
hardware interface. '

e The driver works in Windows XP, Vista, Windows 7, Windows 2003 Server, Windows 2008
Server, including 64-bit versions.

e If the device supports RFC 2217 (NVT), you can set the remote serial port parameters (speed,
parity, stop bits).

e The communication can be recorded to a LOG file for easier debugging.

e It is possible to create multiple virtual serial ports on a single computer (COM5, COM6,
COM?7) by starting VSP.EXE from the command line with appropriate parameters.

Using HW VSP with I/O Controller

e Install HW VSP (“HW_VirtualSerialPort” directory on our CD). When installing, make sure to
check the option to install the second part. After installation, restart your PC.

e Make sure that NVT is enabled at the UDP Setup tab in the Hercules utility. If not, enable
NVT and save the settings.

e Start HW VSP and find the devices at the “UDPsetup” tab. Select the MAC address of the
device and click “Use this IP”. Change to the “Virtual SP” tab. The IP and Port should be
already set. This search via UDP Broadcast works only on a local network.

e Select a serial port to create from the COM1 to COM20 range and click “Create COM”. The

“‘LAN status” pane shows whether the device has been T——— o
found. If so, the virtual serial port is created. { Vil S| UDP Setup | Binay 10 | Semngsl
e As soon as you start any application that opens the selected |1|Z;d§§§52 = ﬁfn; ;:”Dpd

virtual serial port (COMS5 in this example), the HW VSP f;ﬂ“h:;me - IS;VE'W" oud
driver establishes a connection with the I/O Controller, T i
configures the remote port (speed, parity, number of bits, AN status | SeialFix 45

. . . Client connection : Connected Sernial T« 31
handshake) to match the virtual serial port being opened, S e LEN R 35
and StartS tranSferrlng data Device 192.168.6.52 found LaM Tx 45

. Create EDMl X Delete COM ¥ Hide |

Some applications have problems with serial port numbers B
higher than COM4. You can always use Hyperterminal in
Windows, the Serial tab in the Hercules setup utility, or the H
“Terminal.exe” utility originating from Slovenia and available
on the CD in the utils directory. HIDgroup mreeveseeeeg

v HU-group.com

Version 2.1.9 Embedded Ethernet Devices

e Select the 1/0 Controller sub-tab in the “Binary 1/0” tab. Here
you can set and read digital inputs and outputs without additional software.

www.HW-group.com 13/ 32
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HW VSP settings

TEA Key pane

You can use TEA authentication to secure TCP/IP access. The
same TEA key must be set and enabled at both sides of the
communication.

NVT pane
Enables RFC2217 and detection of our remote ports. Remember
to activate NVT support on the remote device as well.

HW Yirtual Port Manager I x|
Vitual SP | UDP Setup | Bina /0 Settings |

TEA Key MNYT
¥ MYT enable

¥ HWT filter

¥ MNYT port setup
I~ Use TEA auth. [~ Keep connection

101020304 | 3 [09040B0C
2.|05050708 | 4 [ODOEOF1D

[~ Log enabled
[~ TCP server mode

NVT filter — Filters out NVT control characters from the data flow. I Hide on startup

NVT port setup — Configures the remote port parameters via control = berteeeretipmfal

commands to match the VSP in your PC. For example, if your [Jenneettomodue ¥ patis cloeed

terminal program (e.g. Hyperterminal) changes the baudrate to 19200 | *'VsFenbeat [ Showstings |
Bd and this box is checked, the VSP driver sends a NVT command

(according to the RFC 2217 standard) to change the baudrate of the H I.Ugro up
remote TCP/IP serial port. v W -group.tom

Final Metwoting products

Keep Connection — Keeps the TCP/IP connection open even after Version 2.1.9
50 seconds of inactivity.

Embedded Ethemet Devices

Main HW VSP parameters

Log enabled
The VSP driver logs the virtual serial port activity to “C:\serialport.log”.

TCP server mode
Activates VSP as a TCP/IP server. The driver then behaves as a TCP Client/Server device —
the first side to receive any data switches to Client mode and establishes the connection.

The incoming TCP server port is configured at the main “Virtual SP” tab. We recommend
using port numbers higher than 1025.

Create port on start VSP
Automatically creates virtual ports when the driver is started. To create virtual ports at
Windows startup, the “Start VSP on boot” box must be checked, too.

Hide on startup

Hides VSP to to the system tray. The VSP icon is accessible near the clock.
Don't create port if ping fail

Before creating the virtual serial port, tests if the device IP address responds.
Connect to module if port is closed

If the virtual serial port is not in use by any application, checking this box can lead to losing
some received data from the remote device.

Start VSP on boot

Inserts the VSP path to the RUN key
(HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\run) in the
Windows registry. VSP is then started every time Windows starts.

HW VSP — command line parameters

HW VSP can be started with specific parameters on the command line. In this way, it is possible to
create several virtual serial ports simultaneously on one computer. Detailed description of the
parameters can be found at our website: www.HW-group.com.

Example: CharonVirtualCom.exe -R -il192.168.6.21:23 -c5 -S0 -N1 -Nf -Np -H1

www.HW-group.com 14/ 32
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I/O Controller configuration — Command description

The description of the settings combines WWW-based configuration and TCP/serial setup. Some
functions are only available in serial/TCP setup (TEA security settings, QUIT mode).

I/O Controller status page

Shows an overview of the basic device parameters.

—— s el e(Es

. T

A | T
@ 1O Controller2 Status - Molla Firefox

| Soubor Uprgvy' Zobrazeni Historie Zalozky Nastroje Napovéda
(L] ™

\(-/ ) @ 192168.1.41/status.htmI?Q=ASzPrpdH 77 v | |29 Google Ll A
I/O Controller2 Status e
group
Status System
Firmware Version vilu
Running TCP/IP Configuration
IP Address 192.168.1.41
Subnet Mask 2552552550
Default Gateway 192.168.1.254
’ Send to IP (0.0.0.0 - PASIVE mode) 0.0.00
" MAC Address 00:0A:59:01:F5:F4
In
|
|
N
10 Controller2 - For more information try www.hw-group.com

www.HW-group.com 15/ 32
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Network parameters

Soubor Upravy Zobrazeni His
{1 1/0 Controller2 Network Setup

t, @ 192.168.1.41/network.html?Q=ASzlrdIZ Sy y |.3. Google

I/O Controller2 Network Setup H I_IJ group

B

1: Address 192.168.1.41

23
M: Mask 255.255.255.0
G: Gateway 192.168.1.254
In IP access filter
W: Address
N: Mask
X: Port
Y: Port Mask
Active (Client/Server) mode
S: Send to IP (0.0.0.0 - PASIVE mode)
U: Port
B: IP Protocol Retry

P: IP Active Call Timer (65535 - Off)

T: IP mode
V: NetworkVirtualTerminal

K: Keep connection

E: Erase buffer on

A: Max. Packet Length

10 Controller2 - For more information try www.hw-group.com
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MAC Address 00:0A:59:00:95:6C

MAC address is a unique device address in the Ethernet network and it is always factory-preset. You
can find it on the label inside the device. Using this address, individual devices can be distinguished

for example in the UDP section of the setup program.

The address respects restoring of the default configuration with the “D0” command.

I: Address 192.168.6.15
Configures the IP address of the converter.

J: Port 23

Configures the converter's communication port —
from 1 to 65535.

Port 99 is reserved for TCP Setup, if supported
by the particular model and enabled in the setup.

M: Mask 255.255.255.0

IP network mask applicable in the local network.
Communication with all devices outside of the local
network (as determined by the IP address and
network mask) is directed through the gateway.

G: Gateway 192.168.6.254

Address of the Gateway that enables access to
external networks (outside of the IP range defined
by the converter's IP address and the mask).

======|n IP Setup
W: Address 0.0.0.0

MASK, IP address and Gateway functions:
An Ethernet device communicates:

e Within alocal Ethernet network
No Gateway used or needed. However, IP
addresses of both sides must be within the
configured mask. For example, a mask of
255.255.255.0 means that the IP
addresses can only differ in the last byte.

e Outside of the local network — through
the Gateway, which itself must have an IP
address within the range delimited by the
mask.

In addition to this basic configuration, it is
possible to restrict the range of IP addresses
allowed to communicate with the converter in
“In IP Setup”. For debugging, we therefore
recommend to keep this parameter set to
0.0.0.0.

IP address of a network or a computer that is allowed to communicate with the device. This value must be
the result of a bitwise AND of the remote IP address and the restriction mask (option N), otherwise the

device does not react.

N: Mask 0.0.0.0

This mask restricts addresses that are allowed to communicate with the device. Security can be
enhanced by setting a fixed address or a suitable restrictive mask that disallows communication with

unauthorized parties.

X: Port 0.0

Y: Port Mask 0.0

Restricts the range of TCP ports that can
communicate with the device.

(IP attempting to access AND N ) =W

Access is granted if the above condition is
true. AND represents bitwise multiplication.

www.HW-group.com
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======Qut IP Setup —=====
S: Send to IP 192.168.0.252

U: Port 23

If the address in the S option is different from 0.0.0.0, the 1/O
Controller works as a Client/Server in the TCP mode. This
means that if no TCP/IP connection is established and the
device either receives serial port data (even a single byte) or
the state of its digital inputs changes (in the range allowed by
the #T option), the device periodically tries to initiate a TCP
connection as a TCP Client. The device remains in the TCP
Server mode in between attempts.

Port configuration in UDP mode

When UDP communication is
used, the remote address must
be specified here.

Otherwise, the communication
will be unidirectional. Data from
the 1/O Controller are sent only
to the specified address.

In the UDP mode, the I/O controller sends data from the serial port to this address/port. Control of
digital inputs and outputs in the UDP mode is governed by #E and subsequent parameters.

Set S = 0.0.0.0 to switch the converter to the TCP Server mode.

B: IP Protocol Retry 124

Determines the TCP connection timeout if no communication
takes place. Predefined values are available through the
asterisk notation:

*1: 30 s (n= 35)

*2: 1 min. (n = 45)

*3: 2min. (n= 63)

*4: 5min. (n= 77)

*5: 10 min. (n = 101)

*6: 15 min. (n = 124)

*7: 30 min. (n = 144)

*8: 1h(n=179)

*9: 2 h (n=249)

The timeout can be fine-tuned by specifying a value from 10 to

255 according to this formula:
n <16 .. n*0.2s
n< 32..(n-15*08s+ 3.0s
n< 64. (n-31)*3.2s+ 158s
n<128 .. (n- 63)*12.8 s+ 118.2 s
n <256 .. (n-127)*51.2 s + 937.4 s

Example: B42 => (42-31)*3.2+15.8 = 51s

P: IP Active Call Timer (65535 — Off)

Setting the connection length

Keeping a TCP socket open is
useful when small volumes of
data need to be transferred as
soon as they come in but HW
VSP is not used or a permanent
connection needs to be avoided.
For the duration specified by the B
option, the connection is kept
open and data are sent
immediately, without the delay for
establishing a TCP connection.

On the other hand, along
timeout means along period of
inaccessibility through other
sockets (disconnected cable,
TCP setup).

www.HW-group.com
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T: IP mode TCP

Switches between the TCP and UDP protocols. UDP communication is faster but prone to lost packets or
out-of-order delivery; therefore, it is only suitable for communication on a local network segment in a
request-response mode, usually to convert RS485 communication.
The “broadcast Rcv” parameter allows receiving broadcasts.

UDP/IP mode does NOT support

- NVT commands

0:TCP - TEA authentication
1: UDP with broadcast Rcv Off

Challenge-response protocols can
2: UDP with broadcast Rcv On respond up to 40% faster.

V: NetworkVirtualTerminal Off

Network Virtual Terminal enables interpretation of Telnet sequences, including certain RFC2217
extensions that enable on-the-fly changes of serial port parameters (speed, parity, etc.). NVT
description can be found at our website: >> “Support & download” >> “NVT_(Network Virtual
Terminal) protocol description”.

When communicating with the serial port using telnet, e.g. with the TeraTerm program or the
Hercules utility, NVT should be enabled. If you don't want to use this option, set your client to “RAW”
communication mode.

0: Off (do not use telnet control codes, pass through to serial port)
1: On (accept telnet control codes)

Note: With NVT off, it is not possible to control the digital inputs and outputs, and the SETUP
does not even show the corresponding settings.

K: Keep connection Off

Keeps TCP connections alive to avoid automatic termination upon timeout specified by the B: IP
protocol retry time parameter. When enabled, the device sends a NVT NOP command
approximately every 5 seconds to check the connection state. If port sampling is enabled with the

#T: Trigger AND mask parameter, the device sends an 1/0 keep command (FF FA 2C 37 ..) instead
of a NOP (see #K, #L, #M, #N). NVT must be enabled for this parameter to take effect — when NVT is
off, I/O Controller repeats the last packet sent and the Keep function is dependent on the remote TCP
implementation.

0: no keep connection (preferred)
1: keep connection

E: Erase buffer on Open connection

Clears the internal device buffer when a connection is established or closed. This option is useful for
instance when your remote peripheral periodically sends some kind of “I'm alive” characters, you only
need to access it once in a while, and receiving all these characters from the buffer wastes time.

0: none

1: Close TCP/IP connection

2:  Open TCP/IP connection

3:  Open & Close TCP/IP connection
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@ 192.168.1.41/serial.htm|?Q=ASrUbVI) 77 v || 88~ Google

I/O Controller2 Serial Setup I'I I_Ug roup

&B: Speed 9600
&D: Data bits 8 v

&

&P: Parity
&V: Variable Parity

|- &M: Multidrop mask
| (0=DISABLE Multidrop)

|- &N: Multidrop network addres

&S: Stop bits

&C: Flow Control None v

&R: RTS Output continuously asserted [~+8V] ~

&A: DTR Output unasserted [~-8V] v

&T: Serial Line Timeout (0 - Off) 0

&G: Char. Transmit Delay (0 - off) 0

&H: Tx Control Tx FULL duplex

&I: RS232/RS485/RS422 mode RS232

9S: TCP/IP setup On ~

IO Controller2 - For more information try www.hw-group.com

====== Serial Setup ===
&B: Speed 9600

Sets the communication speed for the serial line. Any speed from 50 to 115,200 Bd can be set. To set
9600 Bd, enter “&B9600”. The resolution depends on the speed. Up to about 1000 Bd, 1 Bd steps can be
used. At 10 kBd, only 100 Bd steps are still usable.

&D: Data bits 8
Number of data bits in the serial communication.

7: 7 bits / 8: 8 bits — for instance, to set 8 data bits, enter “&D8”.
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&P: Parity NONE

Parity of the serial asynchronous communication.

For example, to configure communication without parity, enter “&PN”.
N: none/O: odd / E: even /M: mark / S: space

&V: Variable Parity Parity Off

Supplemental function for 9-bit protocols. Only the difference from the pre-set parity bit value is
transmitted. For correct operation, a parity needs to be set (usually Mark/Space). A double character
(OxFE followed by “P”) is used to transfer the difference from the pre-set parity. In this mode, the
OXFE character is a prefix; if it appears within the data stream, it needs to be doubled. This option is
recommended for the box-2-box mode (two converters connected back-to-back) and 9-bit protocols.

Off: incorrect parity bit ignored
On: incorrect parity bit transmitted to the other device

For instance, to set up 9-bit communication with a majority of data having “space parity”, enter:
“‘&PS;&V1” (space parity + variable parity on).

&S: Stop bits 2

Number of stop bits for the serial communication. As a rule, there should be at least 9 bits and at
most 10 bits in total, excluding the start bit. For instance, the 7N1 setting (7+0+1 bits) is corrected by
the setup to 7N2. Similarly, 8E2 (8+1+2 bits) is corrected to 8E1.

&C: Flow Control NONE

Serial data flow control. If you use data flow control and the input buffer is full, handshake will signal over
the serial port that the 1/0 Controller can no longer accept data.

1: none — No control, for RTS function see &R

2: RTS/ICTS — RTS/CTS control pins

3: Xon/Xoff — Software flow control

4: Xon/Xoff HeartBeat — SW flow control with periodic Xon transmission (heartbeat)

&R: RTS Output Continuously asserted [~ +8V]
Defines the idle level of the RTS output pin. Important for devices powered from the RTS pin.

0: RTS = continuously asserted [~ +8V]
1: RTS = unasserted [~ -8V]
2: RTS = asserted while connected

&A: DTR Output
Defines the idle level of the DTR output pin. Important for devices powered from the DTR pin.

0: DTR = continuously asserted [~ +8V]
1: DTR = unasserted [~ -8V]
2: DTR = asserted while connected
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&l: RS485/RS422 control Off

For RTS or downstream RS485 converters that use RTS to toggle transmission/reception. For the built-in
RS-485 driver, the “HW echo” option applies, meaning that the device reads back the data sent to the RS-
485 line and generates an echo from the actual RS-485 bus.

0: Off
2: TXRTS HW echo ON (recommended for RS-485 debug only!)
3: TXRTS HW echo OFF (RS-485)

Note: For most RS-485 applications, set &R3TxRTS HW echo OFF.

&T: Serial Line Timeout 0 - Off

If no data are received from the serial line for the specified time, characters received so far are
packed into an Ethernet packet and sent off.

The timeout is specified as the number of characters, and displayed as the number of chars as well
as the time based on the current serial communication speed. If the speed changes, the time is
recalculated but the number of characters defining the timeout stays the same (10 characters means
about 11 ms at 9600 Bd, or 5.7 ms at 19200 Bd).

&G: Char. Transmit Delay 0 - Off

When controlling devices with a small RS232 buffer, it is sometimes advantageous to keep a
relatively high baud rate but insert delays between individual characters. The delay is specified in
milliseconds and defines the time between the starts of individual characters. Therefore, delays
under 2 ms have no effect at 2400 Bd because individual characters are 2.4 ms apart.

&H: Tx Control Tx FULL duplex

When HALF duplex is activated, the converter expects unidirectional communication over the serial
line (RS485) and never starts to transmit data while receiving. 0: FULL duplex (RS-232)

1: HALF duplex (RS-485)

&Q: EOT Trigger character 26

Packet termination character. The default is 26 (ctrl-Z in ASCII). In common operating systems, ctrlZ
is the EOF (End Of File) character. When this character is received from the serial line, the device
does not wait for the “&T” timeout and immediately sends everything as a packet over LAN.

%S: TCP/IP setup On

Enables or disables remote configuration through the TCP Setup at port 99. This command only
works in the RS-232 Setup mode.

0: TCP Setup disabled
1: TCP Setup enabled (TCP server at port 99)
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Configuring the control of inputs and outputs

TCP/IP mode needs to be configured and NVT (Network virtual terminal) enabled in order to work
with the digital inputs and outputs. Otherwise, the commands are not even displayed.

Digital inputs and outputs are controlled over the Network Virtual Terminal. This means that the 1/0
control commands are embedded into the TCP/IP data stream, along the serial port data. However,
these commands only appear in the Ethernet communication, they never pass through to the serial
port.

In recent firmware versions, digital inputs and outputs can be controlled from the serial port or over
an UDP connection (see #E and #V).

NVT commands are always prefixed with a control character and have a predefined binary format.
A detailed description of the NVT protocol with examples of commands is available at our website (in
the “Support & Download” section).

Note: Remember to set the desired initial value of outputs after reset.

@ 1/0 Controller2 GPIO Setup - Mozilla Firefox
Soubor Uprgvy Zobrazeni Historie Zalozky Nastroje Napovéda
J {1 1/0 Controller2 GPIO Setup
6 P 192.168.1.41/gpio.htmI?Q=ASSErMSI
I/O Controller2 GPIO Setup H I_IJ group
Status
#T: Trigger AND mask 255 |
Network
#A: Power Up INIT 0
Serial #B: Power Up AND mask 255
GPIO setup #C: Power Up OR mask 0
UDP setus #D: Power Up XOR mask 0
#X/#K: KEEP mask 0 255
System
#Y/#L: AND mask 255 0
#Z/#M: OR mask 0 0
#W/#N: XOR mask 0 0
#H: I/O HeartBeat

#R/4F: Rise/Fall edge mask

#E: GPIO control from UDP

#J: Port

#S: Send to IP

#U: Port

#V: GPIO control from COM

Save setup & restart /O Controller

10 Controller2 - For more information try www.hw-group.com
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=======1/0 Control Setup =======
#T: Trigger AND mask 240

Defines inputs whose changes are automatically transmitted to the remote side (IP address
S=X.X.X.X and port U) and synchronized with its outputs, if they change.
Only those inputs for which the corresponding bits of #T are set to 1 are transmitted.

Examples:

e #T =0 (0x00) — I/0O Controller does not react to any changes at digital inputs 10 through 8.

e #T =240 (0OxFO) — 1/0 Controller only reacts to changes at digital inputs 17, 16, I5, 14. Changes
at inputs 13 to 10 are ignored. However, their changed values are always transmitted together
with any reaction to a change at 17..14.

o #T =255 (OxFF) — 1/0O Controller reacts to any change at any digital input 10 through 18.

Transmission means that whenever the I/O Controller is in the Client/Server mode (“Active mode”), it
reacts to changes at its inputs just as it reacts to incoming data from the serial port = if the connection
is closed, the I/O Controller establishes a connection with the specified remote side and sends the
appropriate NVT command to set the remote outputs.

If the TCP Server mode (“Passive mode”) is used and the connection is closed, nothing happens. If
the connection is open, data are send through the open connection.

Note: Even if the input states are not transmitted to the remote side, they can still be read
using the standard NVT commands for reading inputs.

I/O Controller distinguishes three types of synchronization when using two devices back-to-back.
Their parameters are usually configured in a similar way:

e Power Up init — (#B, #C, #D parameters) — After reset, I/O Controller sets the output to the
value specified in #A and attempts to contact the remote IP defined with S=x.x.x.x. When
successful, it requests the state of the remote device's inputs and sets its own inputs
according to the following formula.

OUTPUT = ((retrieved remote data AND #B) OR #C) XOR #D

e Data change — (#X, #Y, #Z, #W parameters) — Upon every change at the inputs (as restricted
with #T), I/O Controller informs the remote device. The remote device receives the value and
uses the second formula to set its outputs.

« Keep I/0O - (#K, #L, #M, #N parameters) — 1/O Controller periodically sends the state of its
inputs to the remote side.

Data synchronization after RESET (Power Up init):

The device keeps trying to establish the connection for approximately 120 seconds after powering up.
If it does not succeed, the #A: Power Up INIT value remains at the output.
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#A: Power Up INIT 0

A decimal value from 0 to 255 that is written to the output register after device reset (or power
failure), before the 1/0 Controller attempts to establish a connection with the remote unit and
synchronize their digital inputs and outputs.

#B: Power Up AND mask 255

Binary mask of values from the remote side that affect the outputs when initializing for the first time
(after reset or power up).

#C: Power Up OR mask 0 Bitwise OR

Range of digital output values that can be

influenced by the states of inputs retrieved from the | © (0x00) OR 0 (0x00) =0 (0x00)

remote side after RESET. 255 (OxFF) ~ OR 0 (0x00) =255 (OXFF)
255 (0x0F) OR 3 (0x03) =255 (OxFF)
240 (OxFO0) OR 8 (0x08) =248 (OxF8)

#D: Power Up XOR mask 0

The binary XOR function is suitable inverting individual output bits. This is used, for example, when a
button closes against GND but the corresponding relay needs to switch against +PWR (logic LOW at
the input needs to be inverted to logic HIGH at the output).

Examples:
e #D =0 (0x00) — Values are transferred without changes. Logic HIGH at an input results in a
logic HIGH at the respective output.

e #D =1 (0x01) — The DO output bit is inverted with respect to the DO input bit. Values at D1
through D7 are transferred without changes. Logic HIGH at an input results in a logic HIGH at
the respective output.

o #D = 255 (OxFF) — All output bits are inverted with respect to the respective input bits.
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Data synchronization in normal operation:

OUTPUT = ((PrevOut AND #X) OR (RxData AND #Y) OR #Z) XOR #W

- PrevOut = previous output state
- RxData = received remote data

Note:

The previous formula is only used when two I/O Controllers are connected to each
other back-to-back. Inputs at one device are automatically mirrored at the outputs of
the other device. This is called the Box-2-Box mode.

Standard NVT commands can be used to access all the 8 output bits either directly,
without respect to the #B to #Z parameters, or using the defined masks.

However, in the common Box-2-Box mode, it is not possible to access the output
states from a PC because the 1/0O Controller supports only one TCP connection at a
time. As long as a TCP connection to the other I/O Controller is established, the 1/0
Controller cannot be accessed from a PC.

#X: KEEP mask O
Defines the outputs that will keep their previous values (using bitwise AND).

#Y: AND mask 255

Bitwise AND

Using bitwise AND, defines the inputs whose states | g (0x00) AND 0 (0x00) = 0 (0x00)
are transmitted from the remote side to the outputs | 255 (0xFF) AND 0 (0x00) = 0 (0x00)

of the I/O Controller.

Note:

255 (0xOF) AND 3 (0x03) = 3 (0x03)
240 (0xFO) AND 16 (OxOF) = 0 (0x00)

Be careful when controlling the outputs over NVT and using the Box-2-Box mode at the
same time. #X and #Y can define which bits can be set only over NVT and which bits will
be synchronized with the remote inputs.

Example: #Y= 0x00, #X=0xFF — The output is not affected by the remote side at all, all
output bits can be controlled over NVT.

#Z: OR mask 0
Defines the output bits that will be affected by automatic synchronization — see #C.

#W: XOR mask 0

The bitwise XOR function is useful for inverting
individual output bits with respect to the respective
remote inputs — see #D.

Bitwise XOR

0(0x00) XOR 0 (0x00) = 0 (0x00)

255 (OxFF) XOR 0 (0x00) = 255 (0x00)
255 (0XOF) XOR 3 (0x03) = 252 (OXFC)
0(0x00)  XOR 255 (OxFF) = 255 (OxFF)
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Periodic data synchronization in normal operation:

Output = ((PrevOut AND #K) OR (RxData AND #L) OR #M) XOR #N

- PrevOut = previous output state
- RxData = received remote data

Keep I/0 — (#K, #L, #M, #N parameters) — I/O Controller periodically sends the states of its
inputs to the remote side.

#K: KEEP mask 255
#L: AND mask 0
#M: OR mask 0
#N: XOR mask 0

#K#L#M#N commands correspond to #X#Y#Z#W and define the behavior when two 1/0O Controllers
are connected back-to-back and configured to periodically transmit port states. #X#Y#Z#W
commands define the behavior of the two I/O Controllers whenever the port states change (more
precisely, whenever the bits determined by #T change).

#H: 1/0 HeartBeat Off
Configures 1/0O Controller behavior when periodically transmitting input states. It is related to the
K: Keep connection parameter.
e KO disables periodic state transmission, #K#L#M#N#H have no effect and are inaccessible in
the menu.
e K1;HO enables periodic state transmission only when nothing else is sent (e.g. data from the
serial port).
e K1;H1 enables periodic state transmission approximately every 5 seconds regardless of the
serial port communication.

Setup examples

Using the described parameters, each bit can be independently configured either to keep a fixed
value, to synchronize itself with changes at an input, or to invert its state with respect to the state of
an input. Study the following examples:

Output = (X.n =0 Y.n =0 Z.n =0) — output at logic LOW, configurable only with NVT commands
Output = (Z.n =1) — output at logic HIGH, configurable only with NVT commands

Output = (X.n=0 Y.n=1 Z.n=0 W.n=0) — output is an exact copy of the remote input

Output = (X.n=0 Y.n=1 Z.n=0 W.n=1) — output is an inverted copy of the remote input

Note: In normal operation, the inputs are sampled every millisecond and a change is
registered whenever the input value differs from the last transmitted value in two
consecutive samples (= the change lasts at least 1.2 to 2.0 ms).
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Transmitting input states upon an edge

I/O Controllers can transmit current input states to corresponding outputs at a specified remote
device. The inputs to mirror are defined by the edge mask.

——————— I/O edge mask -------

#R: Rise edge mask 255

Defines the inputs that will be monitored for rising edges. A rising edge triggers the transmission of
information about an input state change (“closed” state is transferred):

255=all inputs, 00=no inputs.

#F: Fall edge mask 255

Defines the inputs that will be monitored for falling edges. A falling edge triggers the transmission of
information about an input state change (“‘open” state is transferred):

255=all inputs, 00=no inputs.

Configuration of I/O control

I/O lines can be controlled over:

e WEB
e TCP Telnet (NVT commands)
e RS-232 (NVT commands sent to the serial port — #V)
e UDP (NVT commands via UDP to the specified port — #U)
e Modbus/TCP
------- I/O control  -------
#E: GPIO control from UDP  Off
#J:. Port 24

When enabled, commands to change output states can be sent to the I/O Controller over UDP as
well as over TCP.
#J defines the UDP port where the I/O commands need to be sent.

#S: Send to IP 192.168.0.252
#U: Port 4024

When the UDP GPIO Control mode is enabled, I/O Controller sends the state changes to the
specified address and port.

#V: GPIO control from COM Off

When enabled, 1/0O Controller inputs and outputs can be controlled over the serial line. Commands
are similar to NVT commands — OxFE prefix followed by a NVT command. For example, OxFE 0x33
XX sets the output to xx. The prefix is the same as for the &V command.
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System

@) /0 Controller2 System Setup - Mozilla Firefox 3
Soubor Upravy Zobrazeni Historie Zaloiky Nastroje Napovéda
J( 1/0 Controller2 System Setup + - — g

o —

i

o) ] |

€ @ 192168141 /system htmI?Q=ASSvrw6F x || 89~ Google I i
I/O Controller2 System Setu;
y P group
Status
Save as User ] [ Load User l [ Load Default |
Network
Serial
N | Griose OLD password
NEW passwor 4
UDP setup
Retype NEW password
System
Change Password
Firmware Upgrade
Reboot
IO Control il
Save setup & restart /O Controller
10 Controller2 - For more information try www.hw-group.com v
Prenaseni dat 2192.168.1.41... 1 »
- e

========= Qther =========

D: Load/Save Settings from/to Flash

Saves the current settings to memory, or restores saved settings.

0: Restores settings from slot 1
1: Restores settings from slot 2
2: Stores current settings to slot 1
3: Stores current settings to slot 2

R: Reboot

Software restart. Necessary e.g. when the IP address is changed. Recommended after changing

parameters in TCP Setup.

Change Password

Applies only to WWW access. The default password is 1234.

www.HW-group.com
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UDP/IP mode settings

When “T: IP mode UDP” is chosen, the device will communicate with the remote party using UDP
packets. Also, the following menu appears in the Setup.

K(./‘ @ 192168.1.41/udp.htm?Q=AS(7GZk 77 v & | [~ Google

I/O Controller2 UDP Setup H I_Ijg roup

*L: Trigger Length(0.4) ]
*P: Post Trigger Length 256

*§: Start Trigger Pattern

*M: Start Trigger Mask

*X: Stop Trigger Pattern

*Y: Stop Trigger Mask

*E: Max. Start-Stop Length

10 Controller2 - For more information try www.hw-group.com
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====Trigerring Setup =====
*L: Trigger Length 1

Number of bytes for the packet start and packet end triggering condition. Allowed values are 0 to
4. If the lengths of your start and end conditions differ, use the trigger condition mask and
remember to include the masked characters in the length of the triggering condition, even though
they contain actual frame data.

*P: Post Trigger Length 0

In some protocols, the packet end condition is followed e.g. by a checksum. This condition defines
the number of characters that make up a packet after the packet termination condition. If the start
and stop trigger conditions are equal, this value specifies the packet length without the leading 0 to
4 bytes of the start trigger.

*S: Start Trigger Pattern 58.0.0.0 (4B input data AND *M) = *S

Start trigger condition for packet transmission. Four bytes are set; however, only the number of
bytes specified in “L: Trigger Length” is considered.

*M: Start Trigger Mask 255.0.0.0

Mask of the start trigger condition. Masking works similarly to the Ethernet netmasks using a bitwise
AND. Value of 255 means that the tested character must be equal to the character specified in “V: Start
Trigger Pattern”. For example, to start the transfer with any ASCII control character (0..31d), use 0.0.0.0
for the trigger pattern, 224.0.0.0 for the mask and 1 for the length. If you set the character to O and the
mask to 0, the trigger matches any character.

*X: Stop Trigger Pattern 10.0.0.0 (4B input data AND *Y )= *X
Sets the stop trigger condition for sending data to the Ethernet.

*Y: Stop Trigger Mask 255.0.0.0

Mask of the stop packet trigger condition for serial line data. For | Configuration example
example, the settings displayed here are intended for T serd alll dEia e e el
transferring data in the IntelHEX format over RS485. The start line to the remote device. use
trigger is a colon and the transfer is terminated after receiving this configuration: ’

the <LF> (OAh = 10d) control character.

*L: Trigger Length 0
*P: Post Trigger Length 0

*E- _ *S: Start Trigger Pattern 0.0.0.0
E: Max. Start Stop Length 999 *M: Start Trigger Mask  0.0.0.0

Maximum number of characters that the device sends after the | *X: Stop Trigger Pattern 255.0.0.0
START trigger, unless the STOP trigger is encountered sooner. | *Y: Stop Trigger Mask  255.0.0.0
After transmission, another START trigger is expected. | 'E: Max. Start-Stop Length 200
Essentially, this is a “timeout” specified as the number of
characters.
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Parameters unavailable in the WWW interface

Security
—==== Secu”ty_ SeFUp —===== 0: TEA authentication Off
%A: TCP autorisation Off 1: TEA authentication On

Activates TEA authentication (one-time exchange and
password verification to allow the TCP connection to be established) — requested from the remote
side after the connection is established.

%K: TEA key 0:01:02:03:04 1:05:06:07:08 2:09:0A:0B:0C 3:0D:0E:0F:10

Use “%K” to set the TEA key. Set 16 bytes as four quadruples of colon-separated hex values. The
first character identifies the quadruple (Oth to 3rd). So, to set the last 4 bytes to the displayed value,
use “%K3:0D:0E:0F:10”. The key is used to verify one-time passwords (OTP) when authenticating
the remote side.

Other device parameters
Q: Quiet (Batch) mode
Quiet mode is useful when the configuration parameters need to be handled automatically, with a

script. Quiet mode is enabled with “Q1”. After pressing Enter, the device responds with a list of
parameters in the following format:

WEB51=2.L=00:0A:59:00:A6:08;1192.168.1.24;J23;M255.255.255.0;G192.168.1.1;W0.0.0.0;N0.0
.0.0;X0.0;Y0.0;5192.168.6.51,;04023;T0;V0;K1;A250;&B9600;&D8;&P1;&S1;&C1l;&R0;&T0; &G0; &HO
;%A0;%K01:02:03:04:05:06:07:08:09:0A:0B:0C:0D:0E:0F:10;%S1;#T3;#A3;#B192;#C3;#D0; #X0; #Y
0;#23;#W0;*L1;*P0;*S58.0.0.0; *M255.0.0.0;*X10.0.0.0;*Y255.0.0.0;*E999
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What's new in the WEB interface

IO Control — Read inputs and control outputs

@ 1/0 Controller2 10 Control - Mozilla Firefox - — ——— =
v . e — .
I Soubor Upravy Zobrazeni Historie Zalozky Nastroje Napovéda
' | £11/0 Controller2 10 Control =0 ) s — ‘
'\(-,' @ 192.168.141/i0.html?7Q=AS4fre3E 77 v & | {28~ Google £ #

I/O Controller2 10 Control H I_U group

Reload

OUTPUT

10 Control

(dec) 8 _ Send |

10 Controller2 - For more information try www.hw-group.com

Outputs can be controlled either by entering a decimal value 0—255 corresponding to the output
states, or by toggling the switches at the WWW page.
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Firmware upgrade
Upgrades the current device firmware. This operation may change some settings.

@ 1O Controller? System Setup - Mozilla Firefox ] - e e

Soubor Upravy Zobrazeni Historie Zalotky Nastroje Napovéda

| | {711/0 Controller2 System Setup ks ‘{

\(_-/,O 192.168.1.41/system2.htmI?2Q=ASwMdral Nva | ].:jv Google

I/O Controller2 System Setup H I_U group

Upgrade System FW

Chose FW to upload:

Firmware U;

10 Controller2 - For more information try www.hw-group.com v
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Default settings
*** HW-group.com HW 6.0 SW 3.1.u #01 ***
B PortBox I/0 BeEr s
MAC Address 00:0A:59:01:F5:F4
== TP Sotup ———=——————e=
I: Address 192.168.1.41
J: Port 23
M: Mask 255.255.255.0
G: Gateway 192.168.1.254
===== In IP access filter ======
W: Address 0.0.0.0
N: Mask 0.0.0.0
X: Port 0.0
Y: Port Mask 0.0
== Active (Client/Server) mode ==
S: Send to IP PASSIVE mode
U: Port 23
B: IP Protocol Retry 124
T: IP mode TCP
V: NetworkVirtualTerminal On
K: Keep connection Off
E: Erase buffer on None
Press <Enter> to continue
========= Serial Setup ==========
&B: Speed 9600
&D: Data bits 8
&P: Parity None
&V: Variable Parity Off
&S: Stop bits 1
&C: Flow Control None
&R: RTS Output continuously asserted [~ +8V]
&A: DTR Output unasserted [~ -8V]
&T: Serial Line Timeout 0 - Off
&G: Char. Transmit Delay 0 - Off
&H: Tx Control Tx FULL duplex
&I: RS485/RS422 control Off
======== Security Setup =========
%$A: TCP autorisation Off
$K: TEA key 0:01:02:03:04 1:05:06:07:08 2:09:0A:0B:0C 3:0D:0E:0F:10
%S: TCP/IP setup On
Press <Enter> to continue
======= /0 Control Setup =======
#T: Trigger AND mask 255
#A: Power Up INIT 0
#B: Power Up AND mask 255
#C: Power Up OR mask 0
#D: Power Up XOR mask 0
#X: KEEP mask 0
#Y: AND mask 255
#Z: OR mask 0
#W: XOR mask 0
——————— I/0 edge mask -------
#R: Rise edge mask 0
#F: Fall edge mask 0
——————— I/0 control memmoe=
#E: GPIO control from UDP Off
———————— Active COM mode ------—-—-
#V: GPIO control from COM Off
Press <Enter> to continue
============  (Qther ============
D: Load/Save Settings from/to Flash
R: Reboot
WEBS51>
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Practical configuration examples

The following examples show the configuration of essential parameters for typical applications.

2x 1/0O Controller connected to each other (Box-2-Box)

Virtual extension of the serial port + 8 inputs and
8 outputs over TCP/IP.

I/O Controller 1

= RS-232 5

o =

= 3 »

& | WO Controller & i
Ethernet hetwork
; >

= i

2| 0 Controller |5 s SYNCHRONIZED

E g 4 - RE232

3 = - 8x BINARY INPUT

& RS @ - Bx BINARY QUTPUT

The serial port is set to 19,200 Bd, 8N1, SW
handshake, states of digital inputs are mirrored at the
corresponding outputs.

The TCP connection automatically closes after 50
seconds, and opens again upon a change at an input
or upon receiving any data from the serial port.

I/O Controller 2

*** HW-group.com HW 4.7 SW 2.L #01 *** *** HW-group.com HW 4.7 SW 2.L #01 **x*

Kkk I/0 Controller Kkk DL I/0 Controller Kkik

MAC Address 00:0A:59:00:00:00 MAC Address 00:0A:59:00:00:00

=========== ]P Setup ============ =========== [P Setup ============

I: Address 192.168.1.1 I: Address 192.168.1.2

J: Port 4023 J: Port 4023

M: Mask 255.255.255.0 M: Mask 255.255.255.0

G: Gateway 192.168.1.254 G: Gateway 192.168.1.254

===== In IP access filter ====== ===== In IP access filter ======

W: Address 0.0.0.0 W: Address 0.0.0.0

N: Mask 0.0.0.0 N: Mask 0.0.0.0

X: Port 0.0 X: Port 0.0

Y: Port Mask 0.0 Y: Port Mask 0.0

== Active (Client/Server) mode == == Active (Client/Server) mode ==

S: Send to IP 192.168.1.2 S: Send to IP 192.168.1.1

U: Port 4023 U: Port 4023

T: IP mode TCP T: IP mode TCP

V: NetworkVirtualTerminal On V: NetworkVirtualTerminal On

K: Keep connection Off K: Keep connection Off

E: Erase buffer on None E: Erase buffer on None

========= Serial Setup ========== ========= Serial Setup ==========

&B: Speed 19200 &B: Speed 19200

&D: Data bits 8 &D: Data bits 8

&P: Parity NONE &P: Parity NONE

&V: Variable Parity Off &V: Variable Parity Off

&S: Stop bits 1 &S: Stop bits 1

&C: Flow Control Xon/Xoff &C: Flow Control Xon/Xoff

&R: RS485/RS422 control RTS = On [+8V] &R: RS485/RS422 control RTS = On [+8V]

&T: Serial Line Timeout 0 - Off &T: Serial Line Timeout 0 - Off

&G: Char. Transmit Delay 0 - Off &G: Char. Transmit Delay 0 - Off

&H: Tx Control Tx FULL duplex &H: Tx Control Tx FULL duplex

======== Security Setup ========= ======== Security Setup =========

%A: TCP autorisation Off %A: TCP autorisation Off

%K: TEA key 0:01:02:03:04 1:05:06:07:08 %K: TEA key 0:01:02:03:04 1:05:06:07:08
2:09:0A:0B:0C 3:0D:0E:0F:10 2:09:0A:0B:0C 3:0D:0E:0F:10

%S: TCP/IP setup On %$S: TCP/IP setup On

======= I/0 Control Setup ======= ======= I/0 Control Setup =======

#T: Trigger AND mask 255 #T: Trigger AND mask 255

#A: Power Up INIT 189 #A: Power Up INIT 189

#B: Power Up AND mask 255 #B: Power Up AND mask 255

#C: Power Up OR mask 0 #C: Power Up OR mask 0

#D: Power Up XOR mask 0 #D: Power Up XOR mask 0

#X: KEEP mask 0 #X: KEEP mask 0

#Y: AND mask 255 #Y: AND mask 255

#Z: OR mask 0 #Z: OR mask 0

#W: XOR mask 0 #W: XOR mask 0

============ (Other ============ ============ QOther ============

D: Load/Save Settings from/to Flash D: Load/Save Settings from/to Flash

R: Reboot R: Reboot

WEB51> WEB51>

www.HW-group.com 36/ 32



I/O Controller 2 Manual HW group

e To permit communication with only one address, set N:255.255.255.255 and W:IP address of
the remote device.

e To use 9-bit communication, enable &V1 = &V: Variable Parity On at both devices.

e To enhance security, disable TCP Setup at port 99 with %S0 = %S: TCP/IP setup Off at both
devices.

If security is an essential requirement and the device should only communicate within the local
network, use the following settings. In this case, only communication within the LAN segment is
allowed (0 to 255 at the end of the IP address).

I: Address 192.168.1.2
I: Address 192.168.1.1 M: Mask 25302552550
M: Mask 255.255.255.0 ==== In IP 2eeess rilter ===
===== In IP access filter ====== W: Address 192.168.1.0
W: Address 192.168.1.0 N: Mask 255.255.255:0
N: Mask 255.255.255.0 S: Send to IP 192.168.1.1
S: Send to IP 192.168.1.2
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Controlling inputs and outputs via NVT

The following is a short overview of controlling the 1/0 Controller via the M2M NVT protocol. It is an
extract from the detailed description of NVT that is available at our website:

http://www.hw-group.com/support/nvt/index en.html

What is NVT and RFC2217

NVT is a method of embedding control commands into a binary data stream. NVT (Network Virtual
Terminal) is also used by the Telnet protocol to transfer commands. In this way, Telnet transfers
control sequences such as CTRL-Pause, cursor positioning on the screen, changing terminal type,
and so on.

For remote control of serial ports, Cisco has defined RFC2217 that defines commands for changing
the serial port speed, querying the states of digital 1/0 signals, etc. Our devices implement most of
these commands. For a list, see the online description of NVT at the above-mentioned website.

We extended the standard RFC2217 commands to Supported NVT commands

include several GPIO (General Purpose Input Output) e e ——— ZC)
Dec | HEX Function

functions listed below. These functions can control the
digital input and output pins of the 1/0 Controller. Our 0 00 | CAS_SIGNATURE
extension is not standardized; however, when we ! 01 | CAS SET_BAUDRATE
implemented this extension in 2001, no such standard 2 gz CAS_SET_DATASIZE
was known to us. CAS_SET_PARITY
4 04 | CAS_SET STOPSIZE
— 5 05 CAS_SET_CONTROL
= 6 06 CAS_NOTIFY_LINESTATE
Cllent Server | :I 7 07 | CAS_NOTIFY_MODEMSTATE
} P Ml 8 08 CAS_FLOWCONTROL_SUSPEND
User's LO device ‘ SIYT Sormsat used } Server's System 9 09 | CAS_FLOWCONTROL_RESUME
Client System Server System 10 OA | CAS_SET_LINESTATE_MASK
format used farmat used 11 0B | CAS_SET_MODEMSTATE_MASK
12

0C CAS_PURGE_DATA
. 32 CAS_OPT_GPIO
How does it work 33 | cAs_sET GPIO

The commands are control sequences in the TCP/IP 52 34 | CAS_SET_GPIOM
data stream; the “FF” character starts the control : :
sequence with a defined format. If the “FF” (255 decimal) _*100 | +64 | AsC_

character appears in normal data, it must be doubled at 150 | 96 | ASC_OPT_GPIO

[
o

&)1
fusy

the transmitting side. The receiving side automatically 151 | 97 | ASC SET GPIO

converts double “FF” to single “FF”. When both sides 152 | 98 | Notimplemented, one way "answer” only
support NVT, the ,FF” character always prefixes a control Values upto 100 Dec = Client >> Server

sequence Values over 100 Dec =  Server >> Client

CAS_ request for the device to perform a command
ASC_ device response, command performed + confirmation

Commands start with <IAC><SB> (FF FA) and end with
<IAC><SE> (FF F0).
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Description of GPIO control commands - 50, 51, 52 (32 .. 34 hex)

For direct control of 1/0 pins, a fixed double byte GPIO sub-command is used — 50 or 51, preceded
by the COM-PORT-OPTION 44 command and followed by the sub-option sequence.

Sub option 50 (32 hex)
Reading inputs, setting outputs bit by bit, reading the output register.
¢ 0 (00 hex) — Request for input states, response includes input port state.
e 16..23 (10 .. 17 hex) — Set the output bit 0..7 to logic HIGH.
e 32..39 (20.. 27 hex) — Set the output bit 0..7 to logic LOW.
e 48 (30 hex) — Request for output states, response includes output port state.

Sub option 51 (33 hex)
Sets the value of the output port. In the response, the same value is returned (as read from the
internal register).

Sub option 52 (34 hex)

Command used by the I/O Controller for automatic transmission of input states, if there is a change
or after device power-up. This command does not expect a response, hence there is no value for 152
(98 HEX) in the table. The notification itself is actually an unsolicited response without a matching
request. (Theoretically, this command can be used in NVT communication, too. It differs from sub
option 51 in that the value sent to the port is modified with #X#Y#Z#W.) 1/0O Controller responds to
this command with the same reply as for sub option 51, that is, the response number includes sub
option 151.

The 52 (34 hex) command is often preceded by the “FF FA 2C 32 00 FF FO” sequence, which
requests a value for the 1/0 Controller outputs. The response includes the I/O Controller output state
(for example “FF FA 2C 33 FF FF FQ”). After that, only the “FF FA 2C 34 ZZ FF FO” sequence is
sent, where ZZ is the new value for the remote outputs.

Note: To enable the input change notification function, it is necessary to set the range of
transmitted inputs with “4T: Trigger AND mask”.

- To transfer all inputs, set #T=255.
- To disable the input change transfer function, set #T=0.

Sub option 55 (37 hex)

This command is used by the 1/0O Controller for periodic transmission of input states. This command
does not expect a response, therefore there is no value for 155 in the table. The notification itself is
actually an unsolicited response without a matching request. It is an equivalent of the sub option 52
command for periodic transmission.

www.HW-group.com 39/ 32



I/O Controller 2 Manual HW group

NVT control examples

Most NVT commands have a fixed length. So, for example, if a value has a 4-byte format, and the
current setting can be read by “setting” a value of 0, this zero needs to be sent as 00 00 00 00 hex.

Setting the output byte
This command sets the output port to AA (10101010 bin).

<IAC><SB><COM_PORT_OPTION><CAS_SET GPIO>< (byte to output)><IAC><SE>
FF FA 2C 33 AA FF FO

As a response, the following sequence confirms the port settings:

<IAC><SB><COM_PORT_ OPTION><ACS_SET_GPIO>< (byte to output)><IAC><SE>
FF FA 2c 97 AR FF  FO

Reading the inputs
Request for the input value (XX) at GPIO.

Outgoing sequence: FF FA 2C 32 00 FF FO
I/O Controller returns: FF FA 2C 96 XX FF FO

Reading the outputs
Request for the current value (XX) of the output register that controls the output pins.

Outgoing sequence: FF FA 2C 32 30 FF FO
I/O Controller returns: FF FA 2C 97 XX FF FO

Resetting the D5 output
Request to set one output bit to logic LOW, without changing other output bits.

Outgoing sequence: FF FA 2C 32 25 FF FO
I/O Controller returns: FF FA 2C 97 DE FF FO

where DF is the actual output port value (also depends on the previous port state). I/0O Controller
changes only one bit but the response contains the entire port value.

Input state change notification

Unsolicited notification that reports a change at the inputs of the I/0O Controller through an established
TCP connection. It can start with the FF FA 2C 32 00 FF FO sequence — see the more detailed
description.

Outgoing sequence: none
I/O Controller sends: FF FA 2C 34 XX FF FO

where XX is the current value at the input port.

Note: The function works similarly to the incoming serial port data. Thus, in the TCP
Client/Server mode (IP address of the remote side is specified) with NVT
enabled, the device attempts to establish a connection and send the input
change information whenever a single byte of serial data is received or any
digital input changes. After establishing the TCP connection, only the current
input state is sent, NOT the whole history of changes (while the connection was
closed).
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Changing the RS-232 / RS-485 serial port baudrate
Request to change the serial port communication speed.

The current port speed can be retrieved by sending the value of 00 00 00 00 (the response contains
the current speed). If any other value is sent, the server uses it to set the serial port speed. When
converted to a decimal value, the value directly indicates the communication speed in Bauds.

Outgoing sequence: FF FA 2C 01 00 00 00 00 FF FO
I/O Controller returns: FF FA 2C 65 00 00 25 80 FF FO

Converting 00 00 25 80 to decimal, the current speed of 9600 Bd is obtained.

Keep Connection

To keep the connection alive and avoid the 50 second inactivity timeout, use the “K: Keep
connection” option in the device setup. NVT must be enabled for this to work. The connection is
kept alive by sending a NOP command (FF F1) from the I/O Controller approximately every 5s.

If port sampling is enabled with the #T: Trigger AND mask, the device sends the 1/0 keep command
(“FF FA 2C 37 ZZ FF FQ”) instead of the NOP command (see #K, #L, #M, #N).

Are You There?
The Telnet standard supports an “Are you there” request to determine if there is a live device at the
other side. Standard Unix devices usually reply with “Yes”.

Outgoing sequence: FF F6
I/O Controller returns: <WEB51 HW XXX SW XXX SN XXX #0F *OvErr *ParErr *FIErr>

Individual XXX values are often proprietary, or can be left out in case of error messages. Sample
reply: <WEB51 HW 4.5 SW 2.3 SN 01A03B #01>

DIREKTRONIK

Direktronik AB tel. 08-52 400 700 www.direktronik.se
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