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Chapter llogin

11Prepare before loggingin

After completing the hardware installation, you will need to ensure that the management computer
has an Ethernet card installed before logging into the router's web setup page. Please set the management
PC to "Obtain an IP address automatically" and "Obtain DNS server address automatically" (the default
configuration of the computer system), and the device will automatically assign an IP address to the
management PC.

Set the IP address of the management PC (for example: 192.168.2.59) and the IP address of the device's
LAN port in the same network segment(The initial IP address of the LAN port of the device is: 192168211,
andthesubnet mask is 255.255.255.0) The method is as follows.

Takewin10 as an example, the operation is as follows:
Step LRight-click the network logo in the lower right corner of the desktop (as shown in the figure), and

choose to Open Network & Intemet settings.

L1 X Right-click the small . Open Network &
roubleshoot problems .
computer icon = Internet settings
Open Network & Internet settings

11:22:46 AM
¥ |dx ENG

4/2/2022 el R 12022

Step 2: First click on "Ethernet", then click on "Network and Sharing Center".

Settings = O X
@t Home Ethernet
| Find a setting o) I Ethernet
Network & Internet PRI%E 122
Connected
@ Status

Related settings
[EERE=RNK R Ethernet g

Change adapter options

% Dial-up Change advanced sharing options

% VPN | Network and Sharing Center | @) JNESANe1 ' 1aTs ) (ETS Yo R @V 5

Windows Firewall

0‘7: Data usage

P .
S Have a question?

Get help




Step 3: Click Enternet with the mouse, click Properties in the pop-up box (Ethernet status), select Intemet
Protocol version 4 (TCP/IPv4)in the pop-up box (Ethernet properties), and click Properties

™ a: > Control Panel > All Control Panel ltems > Network and Sharing Center

File Edit View Tools
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing
settings

P& 122

Private network
Media streaming options

Change your networking settings

4G4 Set up a new connection or network
<

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

[ Troubleshootpf g .,
Diagnose and re

General

Connection
IPv4 Connectivity:
IPv6 Connectivity:
Media State:
Duration:
Speed:

Details...

Activity

Sent — .\.:
7

;i
Bytes: 128,431,924 ‘

View your basic network information and set up connections

Accesstype: __Internet

Connections: [ Ethernet o

Internet
No network access
Enabled

04:06:31

100.0 Mbps

——  Received

384,042,668

G | [ v

o ==

Step 4: There are three setting methods
method 1

Internet HMYARAS 4 (TCP/IPv4) Properties

General  Alternate Configuration General
You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Close

method 2

Internet HMYARZS 4 (TCP/IPv4) Properties

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

(@ Obtain an IP address automatically
(O Use the following IP address:

(O Obtain an IP address automatically

(@) Use the following IP address:

Ethernet

U Ethernet Properties
Networking

Connect using:

I Realtek PCle GbE Family Controller #2

This connection uses the following tems:

V1 5 Microsoft IR i

™ 8 VMware Bridge Protocol

VI T icroscft FRFAVXAFAITEN 3t =
W % Npcap Packet Driver (NPCAP)

) 005 SiREIHHE

e | ©
AR ERE DN
<
Description

TEHEHIh IR Intemet thiY o EHIRZERARI 1SR
s AT ERERHREEER S DRI o

0K Cancel

method 3
Internet HXARS 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
(@ Use the following IP address:

IP address: 192 .168 . 2 .59 IP address:
Subnet mask: 255 .255 .255 . 0 Subnet mask: 255 .255 .255 . 0
Default gateway: ]_192 L168 . 2 . 1 Default gateway:

(O Use the following DNS server addresses:

Validate settings u

Advanced...

Obtain DNS server address automatically

(@ Use the following DNS server addresses:

Preferred DNS server: ] 114 .114 . 114 . 114
Alternate DNS server: P . :
[ validate settings upon exit e

Obtain DNS server address automatically

(@ Use the following DNS server addresses:

Preferred DNS server: [ . .
Alternate DNS server: P . ”
[[Jvalidate settings upon exit Avarad.,

method 1:1t can be used to configure the device and access the external network. Itis recommended to use
it (Note: If there are multiple routes with different network segments in the current

environment, the IP obtained by the computer may not be able to connect to the device. In this
case, method 2 can be used);

method 2: It can be used to configure the device and access the external network. The IP address is set to
the device IP (the device defaults to 192.1682.1) and the same network segment IP: 192.168.2.X (X
is any number between 2 and 254, such as 192.1682.2) , the default gateway is set to device IP:
192.168.2.1,DNS can be set to 8.8.8.8 and other general DNS;

method 1: Only connect the device for configuration use, the computer cannot access the external network
through the device network, andthe IP address is set as in method 2;



Step 5: Click OK with the mouse, and then click Close to save the changesin Steps 3and 4;

Internet FHYARAS 4 (TCP/IPv4) Properties X U Ethernet Properties X
General  Alternate Configuration Networking
You can get IP settings assigned automatically if your network supports Connect using:

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(® Obtain an IP address automatically M

O Use the following TP add This connection uses the following items:
se the following IP address:

3 Microsoft flés 2 ik A
[:‘ v ‘_\EVMware Bridge Protocol
5 Microsoft FRESAIS HANITENY 22
?Npcap Packet Driver (NPCAP)
Haos iEmit R
Intemet 1335725 4 (TCP/IPv4)

. Microsoft P& 15,28 5 e ik 22 ik b
>

I? Realtek PCle GbE Family Controller #2

(O Use the following DNS server addresses:
F S :] Install... Uninstall Properties
[ 1 oy
FERIE R/ Intemet thill o M EERIARI BRI
s ATETERMEEERRIE DIRIS

AR KR KR

Validate settings upon exit Advanced...

121 ogin configuration page

Open IE or other browsers, enter 19216821 in the address bar, after the connection is established, in
the pop-up login interface, log in as the system administrator (admin), that is, enter the password in the
login interface (the default password is set to admin).

<« C A Notsecure | 192.168.2.1/cgi-bin/luci o W 2 & O ® (Updete })

WI-FI R

Industrial Router

Language English v

Authorization Required

The default login password is admin. If the user needs to protect the configuration interface to avoid
being modified by others, he can modify the login password, click "System" - "Modify Password" in tum,
thenfill in the password to be modified, and then "SAVE & APPLY", please refer to Chapter 5.3for details.



Chapter 2Network Setting
21Change the login pageaddress

The default address of the router is 1921682.1. You can modify the static IP address in the navigation
bar "Network Setting" - "LAN Setting". After modification, the new IP address will be used to log in to the
page.

A.IP Address: Modify theip address of the device (defaultis 192.168.2.1).

B.Netmask: Itis generally 255.255.255.0, which can be modified as needed.

C.IPv4 gateway. DNSserver, Override MTU: No special cases do not need to be set.

D.After the configurationis complete, click "SAVE & APPLY" to make it take effect. After it takes effect,

you need to use a new IP address to access the configuration page of the device.

A Routing Status Network Configuration

@ Network Setting Network Setting

WAN Settin
: . Status Uptime: 1h 43m 29s
s 2 LAN Settlng g MAC-Address: 1C:59:74:50:00:73
i RX: 702.37 KB (6108 Pkts.)
S brrlan ox: 611.14 kB (2859 Pks.)

WIF] Access IPv4:192.168.2.1/24

Point

IP Address  192.168.2.2
WIF Clent (<X change ip address

Time Reboot Netmask 255.255.255.0 v

Watchcat IPv4 gateway

Diagnosis

DNS server a
™ Routing Setting

(% DDNS/FRP Override MTU 1500

E VPN Service

% system SAVE & APPLY &4
& C A Not secure icgi—bin/lu(i B ® 2w O @ (Update :
WI-FI R

Industrial Router

Language English v

Authorization Required

Password ‘ | ‘




2. WAN Setting

1. DHCPaddress

Navigation bar "Network Setting" - "WAN Setting", the default protocol of WAN port is dynamic
address (ie DHCP client), the upper-level device needs to be able to assign ip to the wan port,Without
special cases, the value of MTU does not need to be changed (default: 1500).

A Routing Status Network Configuration

@ Network Setting 1 § Network Setting

WAN Setting 2 L WAN Setting

Status Uptime: Oh 8m 46s
LAN Setting (51 MAC-Address: 1C:59:74:50:00:72
. RX: 1.60 MB (6917 Pkts.)
DEs eth0 1y 515.81 KB (2542 Pkts.)

IPv4: 192.168.20.131/24

|P(moco\ DHCP address v |9 select DHCP address

Override MTU 1500

WIFI Access
Point

WIFI Client

Time Reboot

Watchcat

Dignosis SAVE & APPLY 4]

™ Routing Setting

222 PPPoE

If the wan port needs to dial up to access the Intemet, you need to select PPPoE, fill in the user name
and password according to the actual situation, no special circumstances, the value of MTU does not need
to be changed (default value: 1500).

A Routing Status Network Configuration

@ Network Setting Network Setting
WAN Setting 1
WAN Setting Status Uptime: 0h 20m 21s
LAN Setting o MAC-Address: 1C:59:74:50:00:72
tho RX: 4.80 MB (10619 Pkts.)
DHCP Setting €% 1x: 846.95 KB (4448 Pkts.)

IPv4: 192.168.20.131/24

WIFI Access
Point
Protocol PPPoE v
WIFI Client
Time Reboot Username [: X Select PPPoE and enter username and
Watchcat . E password
assword =

Diagnosis
Override MTU 1500

™ Routing Setting

(% DDNS/FRP

E VPN Service SAVE & APPLY 4]

2.2 3 Staticaddress

You can also choose to manually set the IP address for the wan port. You need to set the same IP
address as the upper-level network segment, subnet mask, and gateway to fill in the IP address of the
upper-level device. DNS can be the same as the gateway.Generally, there are common DNS such as 8.8.8.8.
Thereis no special case, and the value of MTU does not need to be changed (default value: 1500).



A Routing Status Network Configuration

@ Network Setting 1 § Network Setting

WAN Settin 1
£ 2) WAN Settmg Status Uptime: Oh 27m 41s

LAN Setting (5] MAC-Address: 1C:59:74:50:00:72
RX: 4.85 MB (10927 Pkts.)

DHCP Setting ®h0 7x. 856.12 KB (4516 Pkts.)
I IPv4: 192.168.20.131/24
Point
Protocol  Static address i
WIFI Client
Time Reboot IP Address = 192.168.20.131
Watchcat
Netmask 255.255.255.0 I | {
e ML : X Select static address and write configuration
Diagnosis
Gateway 192.168.20.1
™ Routing Setting
DNS 92 2 a
(% DDNS/FRP | 1eeee
= VPN Service Override MTU 1500

K System

B Logout SAVE & APPLY o

2.24 As lan (convert WAN port to LAN port)

If you want to convert the WAN port into a LAN port, change the protocol of "WAN Setting" to "As lan",
click "SAVE & APPLY", you can convert the wan port to a lan port(In the case of associated LAN, please be
careful not to connect the WAN port and LAN port to the switch or the same computer), no special
circumstances, the value of MTU does not need to be changed (default value: 1500).

A Routing Status Network Configuration
@ Network Setting Network Setting

WAN Setting

Status Uptime: Oh 48m 3s
LAN Setting ) MAC-Address: 1C:59:74:50:00:72
) RX:5.11 MB (12012 Pk
DHCP Setting eth0 1y 903.34 k8 (
WIFI Access IPv4:192.168.2
Point
[Protocm As lan v I 9 select As lan
WIFI Client

Time Reboot Override MTU 1500

Watchcat

Diagnosis
SAVE & APPLY SAVE & APPLY

2.3 DHCP Setting

DHCP adopts the client/server communication mode, the client submits a configuration application
to the server, and the server returns the corresponding configuration information such as the IP address
assigned to theclient, so as to realize the dynamic configuration of the IP address and other information.

DHCP client configuration (enabled by default), select "Network Setting" - "DHCP Settings", "SAVE &
APPLY".
A.Ignoreinterface: Checking this will turn off the DHCP server.
B. Start: The starting address of the allocated dhcp server, such as 100, means that the allocation starts
from 192.168.2.100.
C.Limit: Maximum number of leased addresses.
D.Leasetime: Expiry time of leased addresses.



A Routing Status

@ Network Setting

WAN Setting
LAN Setting
DHCP Setting

WIFI Access
Point

WIFI Client
Time Reboot
Watchcat
Diagnosis
Routing Setting
DDNS/FRP

= VPN Service

System

Logout

DHCP Server Settings

Network Setting i

Ignore interface (0]

DHCP Setting

Start 100
Limit 150

(2 X configure DHCP

Leasetime 12h

Static Leases

Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients. They are also required for non-dynamic interface configurations where
only hosts with a corresponding lease are served

Use the Add Button to add a new lease entry. The MAC-Address indentifies the host, the IPv4-Address specifies to the fixed address to use and the Hostname is
assigned as symbolic name to the requesting host

Hostname MAC-Address IPv4-Address IPv6-Suffix (hex)

This section contains no values yet

SAVE & APPLY 4

24 WIFH Access Point

WIFI AP supports WIFI dual-band 2.4G+5.8G, WIFL is enabled by default, wifi name: SLK-Router_2G-
XXXX, SLK-Router_5G-XXXX (to avoid the same name of wifi between different devices, the "XXXX" part
will be different), password : slk100200(Password needs to be 8 characters or more). Navigation bar
"Network Setting" - "WIFI Access Point", you can change the basic configuration of WIFL.

A Routing Status

@ Network Setting
WAN Setting
LAN Setting
DHCP Setting

WIFI Access
Point

WIFI Client

Time Reboot
Watchcat
Diagnosis
Routing Setting

DDNS/FRP

VPN Service

System

Date Time

Language
Setting

Modify Password
Update Firmware

Factory Reset

Reboot

Wireless Network

Network Setting

ration Advanced Configuration

Unchecking will turn off WiFi2.4G, which is enabled by default

. WiFi Name  SLK-Router_2G-0072
WIFI Access Point

Security Encryption ke

WiFiKey o Click to show WiFi password

[: X Modify basic configuration information
Configure WiFi 5.8G6

Advanced Configuration
Unchecking will turn off WiFi5.8G, which is enabled by default

WiFiName SLK-Router_5G-0072

Security Encryption

WiFiKey  eosseeee Click to show WiFi password

SAVE & APPLY g4




Navigation bar "Network Setting" - "WIFI Access Point" - "Advanced Configuration", under normal
circumstances do not need to modify.

Hide ESSID: If checked, this WiFi will not be searched on mobile phones, computers and other devices.

Channel: If you know the channel of other wifi nearby, you can set this device to a different channel to
improve wifi speed and signal.

Width: WiFi speed HT80 (5.8G exclusive) >HT40 >HT20, WiFi stability HT20 >HT40 >HT80 (5.8G
exclusive), affected by distance and partitions (such as walls), use large bandwidth at close range,use a
small bandwidth for long distances.

Transmit Power: The higherthe power, the better the wifi performance.

A Routing Status Wireless Network

@ NetworkSetting 1 | Network Setting

WAN Settin, . .
g Basic Configuration Advanced Configuration e Advanced Conf|gurat|on
LAN Setting
g Hide ESSID (]
DHCP Setting
WIFI Access . Channel  auto s
Poet WIFI Access Point
WIFI Client width HT40 )
fiapeteticy Transmit Power High v
Watchcat
Diagnosis
Rotitinig Sefiing (<X change configure
Configure WiFi 5.86
DDNS/FRP
Basic Configuration Advanced Configuration
VPN Service
Hide ESSID (]
System
Date Time Channel 64 (5320MHz) acp
Sanruags width  HT80 v
Setting
Modify Password Transmit Power  High v

Update Firmware

Factory Reset

Reboot SAVE & APPLY o

2.5 WIF ient(Bridge)

The WIFI Client is not enabled by default, you need to check to enable it in the navigation bar "Network
Setting" - "WIFI Client".

A Routing Status General Setup

@ NetworkSetting 1\ Network Setting

0 MAC-Address: 00:00:00:00:00:00
RX: 0.00 B (0 Pkts.)

LAN Setting TX: 0.00 B (0 Pkts.)

DHCP Setting (2 X check Enable

WIFI Access
Point WiFi Interface

WAN Setting Status

2.4G Client v

WIF] Client WIFI Client

Time Reboot

Then select the client wifi interface: 2.4G Client, 5.8G Client, search the corresponding WIFI list, select
WIFI in the SSID list, change the security option according to whether there is a password, None (no
password),Encryption(Encryption mixed mode Mixed WPA/WPA2-PSK), WDS is not checked by default.




General Setup

Status 5 MAC-Address: 00:00:00:00:00:00

“~ RX:0.00B (0 Pkts.)
" TX:0.00 B (0 Pkts.)

Enable
WiFi !nterfacel 2.46 Client [ :X Select client interface
Scan (5% Click Scan
ssiof| _test_ap v
_TEST AP

Security

wos ) (6 X choose wifi
[ WiFI6-26 |
General Setup
Status . MAC-Address: 00:00:00:00:00:00

“" RX:0.00 B (0 Pkts)
~ TX:0.00 B (0 Pkts.)

Enable
WiFiinterface  2.4G Client W
Scan
SSID WIFI16-26G v

| Security  Encryption v |@ Security choose None or Encryption

| Key eossunees §| (X If you choose Encryption, you need to enter a
password
WwDSs ()

Advanced Settings

Protocol  DHCP address V.

SAVE & APPLY g saveson |

After successfully connecting to WIFL, the WIFI status will be displayed.

Status Uptime: 0h Om 31s
- MAC-Address: 06:03:7F12:F2:1F
5 RX: 7.65 KB (63 Pkts.)
TX: 1.72 KB (9 Pkts.)
IPv4: 192.168.100.153/24

Client "WIFI6-2G"

Note: The wireless interface 2.4G client search requires WIFI wireless AP WiFi-2.4G is in the activated
state, the wireless interface 5.8G client search requires WIFI wireless AP WiFi-5.8G is in the activated
state,Otherwise, the search result will not be displayed (after saving the page configuration of WIFI
wireless AP and WIFIwireless client, WiFi-5.8G starts slowly, please wait for a while).




WIFIwireless client advanced settings protocol selection:
A. DHCP address (default): The WiFi client automatically obtains the IP address assigned by the

superior route.

B. Static address: The WiFi client uses the user-configured IP address, subnet mask, gateway, and
DNS.

C.Bridge Lan: Use the LAN port configuration IP address, subnet mask, gateway, DNS, Lan port
configuration reference WIFI wireless client advanced settings static address (relay mode select
thisitem).

Advanced Settings

Protocol  Static address v 0 Select Static address

IP Address  192.168.100.117
12X Set the IP on the same network segment as

Netmask  255.255.255.0 v the upper-level router

Gateway 192.168.100.1 12X Set as the upper-level routing IP

s [eaataiess & Generic DNS or upper-level routing IP, can
<X be multiple

SAVE & APPLY 5] saves wory |

Status Uptime: Oh Om 11s
MAC-Address: 06:03:7F12:F2:1F
R A RX: 330.00 B (2 Pkts.)
: “Y TX: 296.00 B (2 Pkts.)

[iPv4: 192168 100.117/24)

2.6 WiH repeater

This section describes how to extend the wireless signal length by means of relays. In this
configuration mode, the computer terminal connected to the SLK-R680 is in the same IP address segment
as the main wireless network.

261 Change the local IPaddress

Itis necessary to modify the local IP address of SLK-R680 to be in the same network segment as the
main wireless AP. For example, the IP address of the main wireless AP to be connected is 1921681001,
then modify the IP address of SLK-R680 to 192.168.100.100. It should be noted that the LAN port gateway is
empty by default. After using the relay mode setting, if you need to connect to the Intemet through the WAN
port in the future, you need to delete the gateway information in the LAN settings to avoid the situation of
being unable to access the Internet.



A Routing Status Network Configuration

@ NetworkSetting 1 | Network Setting

WAN Setting

Status Uptime: 1h 25m 46s

LAN Setting LAN Settlng MAC-Address: 1C:59:74:50:00:15
RX: 1.47 MB (12819 Pkts.)

TX: 1.50 MB (8864 Pkts.)

WiE) Access IPv4: 192.168.2.1/24

DHCP Setting br-lan

Point
IP Address = 192.168.100.100
WIFI Client e

Enter the IP of the same network segment as
the main device

Time Reboot Netmask  255.255.255.0 L&

Watchcat . .
atcheal IPV4 gateway  192.168.100.1 [+ X Master Wireless Device IP

Diagnosis
£ Routing Setting DNS Server  192168.100.1 @ {5 R Generic DNS server address or primary
wireless device IP

(% DDNS/FRP Override MTU = 1500

= VPN Service

5 System SAVE & APPLY o

2.6.2 Connectto the main wireless AP

In the navigation bar "Network Setting" - "WIFI Client", check to enable the WIFI wireless client, and
configure the connection to the main wireless AP. For example, the SSID of the main wireless AP to be
connected here is WIFI6-2G, and the password is slk100200,Search and select the SSID as shown in the
figure below, fill in the password, select "Bridge Lan” from “Protocol”, and click "SAVE & APPLY".

A Routing Status General Setup

@ NetworkSetting 1 § Network Setting

o Status +1 MAC-Address: 00:00:00:00:00:00
L) £ RX:0.00 B (0 Pkts))

LAN Setting " TX:0.00 B (0 Pkts.)

DHCP Setting Enable [:X Check Enable WIFI Client

WIFI Access .

o WiFi Interface  2.4G Client v [+ X Select 2.4G/5.8G according to the frequency

; of the main wireless AP

ELChen: WIFI Client scan

Time Reboot e Clle on SCAN

Vet SSID  WIFIG-26 v : : :

(5 X Click the arrow to find the SSID of the main

R Security  Encryption v wireless AP in the drop down list
B) Routing Setting Key  semmnes PR R Fill in the password according to the main
(% DDNS/FRP wireless AP

wos ()
= VPN Service
K System
&) logout Advanced Settings
Protocol  Bridge Lan v 0 Choose Bndge Lan

SAVE & APPLY e

It should be noted that in this mode, the main wireless AP no longer assigns an IP address to this
SLK-R680. Therefore, the obtained IP address will not be updated in "Status", and you can confirm whether
the connectionis successful through theicon color and MAC address. The picture below is successful.

Status Uptime: Oh Om Os
b4 MAC-Address: 06:03:7F12:F2:1F
Client "WIFI6-2G" RX: 3.69 KB (25 Pkts.)
TX: 3.57 KB (34 Pkts.)



263 Disable DHCP

Disable the DHCP server function of the SLK-R680. In this way, the SLK-R680 no longer assigns IP
addresses to the connected devices, and all devices connected to the local area network are assigned IP
addresses by the main wireless to realize communication on the same network segment.

A Routing Status DHCP Server Settings

@ Network Setting 1 ! Network Setting i

WAN Settin
g (2 X check Ignore interface

LAN Setting

DHCP Setting DHCP Setting

WIFI Access
Point Static Leases

WIFI Client Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients. They are also required for non-dynamic interface configurations where only

hosts with a corresponding lease are served.
Time Reboot Use the Add Button to add a new lease entry. The MAC-Address indentifies the host, the IPv4-Address specifies to the fixed address to use and the Hostname is assigned

as symbolic e to the reques! s
Watcheat ymbolic name to the requesting host

Diagnosis Hostname MAC-Address IPv4-Address 1Pv6-Suffix (hex)

™ Routing Setting

(4 DDNS/FRP m

= VPN Service

K system SAVE & APPLY %)

This section contains no values yet

2.7 TmeReboot

Navigation bar "Network Setting" - "Time Reboot", users can check to enable and set the time to
restart every day, pay attention to check whether the device time is correct, modify the correct time:
"System" - "Date Time", see chapter 5.1 for details .

A Routing Status Time Reboot

@ NetworkSetting 1 | Network Setting &
WAN Setting
[:X check Enable

LAN Setting

DHCP Setting

i A hour 06 s 4
ccess A
ot (4 X Select time

minute 00 v

WIFI Client

Time Reboot Time Reboor

Watchcat SAVE & APPLY o

Diagnosis

2.8 Watchcat

In the navigation bar "Network Setting" - "Watchcat", the network self-check function is disabled by
default, and the network self-check allows setting periodic restarts or restarts when the network is

abnormal.
Ifyou need to activate this function, click Add, enter the configuration and click "SAVE & APPLY".



A Routing Status Watchcat

- 5 \ire a perio t and/or wher ot connect sb st for a certa d of t
@ Network Setting 1 | Ne Ork Settlng nfigure a periodic reboot and/or when internet connection has been lost for a certain period of time

WAN Setting This section contains no values yet
LAN Setting ‘

(=X click to add
DHCP Setting
WIFI Access

WIF] Client

Time Reboot

Watcheat Watchcat

A.Forced reboot delay: When rebooting the system the watchcat will trigger a soft reboot, Entering a non
zero value here, will trigger a delayed hard reboot if the soft reboot fails. Enter a number of seconds to
enable, use Otodisable

B. Period: In periodic mode, it defines the reboot period. In internet mode, it defines the longest period of
time without internet access before a reboot is engaged.Default unit is seconds, you can use the suffix
'm'for minutes, 'h' for hours or 'd' for days

C.Ping host: Host address to ping

1.Reboot on internet connection lost

DELETE

Operating mode  Reboot on internet connection lost v

Forced rebootdelay 3

Period 5m

Pinghost 8.888

2.Periodicreboot

DELETE

Operating mode | Periodic reboot N

Forced reboot delay = 30

Period 5m

After adding and configuring, click "SAVE & APPLY" to take effect. To delete the configuration, just click
the "DELETE" buttonin the upper right corner, andthen "SAVE & APPLY".



29Diagnosis

Through network diagnosis, you can determine whether the router and the connected device can
communicate with each other, whether the device can access the Intemet, and whether the device is
successfully connected to the VPN. It can also be used to test other aspects, and you can test it according to
your ownneeds.

Navigation bar "Network Setting" - "Diagnosis".
Baidu, seriallink, 8.8.8.8: Itis generally used to test whether the device can access the Intemet. If it can

ping, it means the device can access the Intemet. If it cannot ping, it means that the device cannot access

the Internet.

A Routing Status Diagnostics

@ Networksetting 1 £ Network Setting [: X select 8.8.8.8

WAN Setting

| 8888 v 8888 _||° Click PING
LAN Setting

DHCP Setting

Collect t
T — Collecting data

Point PING 8.8.8.8 (8.8.8.8): 56 data bytes
64 bytes from 8.8.8.8: seq=1 ttl=115 time=13.513 ms

WIFI Client
64 bytes from 8.8.8.8: seq=2 ttl=115 time=15.304 ms

Time Reboot 64 bytes from 8.8.8.8: seq=3 ttl=115 time=22.013 ms .
Vel eat 64 bytes from 8.8.8.8: seq=4 ttl=115 time=14.020 ms IQ Waltmg for results
atchca

Diagnosis 2 Diagnosis 8.8.8.8 ping statistics ---
tted, 4 packets received, 20% packet loss

™ Routing Setting round-trip min/avg/max = 13.513/16.212/22.013 ms

# DDNS/FRP
Custominputbox: generally used to test whether the connected device can be pinged.

A Routing Status Diagnostics

@ NetworkSetting 1 § Network Setting (X Enter the IP of the connected device
baidu v | 192168259 pinG ([2 X Click PING
LAN Setting .

DHCP Setting

[of g
WIFI Access ollecting data,

Point PING 192.168.2.59 (192.168.2.59): 56 data

WIF] Client

Time Reboot : seq=2 ttl=64 time=1.527 ms
: seq=3 ttl=64 time

.221 ms
s > X Waiting for results

s received, 0% packet loss

Watchcat

Diagnosis e

™ Routing Setting 5 packets transmitted, 5
round-trip min/avg/max = ©.900/1.260/1.527 ms

(% DDNS/FRP



Chapter 3Firewall andApplication

31 Firewall on andoff

The firewall is enabled by default. When doing DMZ and Port Forwards, you need to disable the firewall.
Steps to disable the firewall, go to the navigation bar "Routing Setting" - "Firewall", select disable the
firewall, and then click "SAVE & APPLY".

A Routing Status Firewall

@ Network Setting

™ Routing Setting | @ Routing Setting Firewall  Disable v |e select Disable

Static Routes

Port Forwards
DMZ
Black/White List SAVE & APPLY {4

Firewall 2 ' Firewall

3.2DMZ

The DMZ function can map the WAN port address to a certain host on the LAN side; all packets to the
WAN address will be forwarded to the specified LAN side host to achieve bidirectional communication. In
fact, it is to completely expose a host in the intranet to the Intemet and open all ports, which is equivalent to
all port mapping. Itis equivalent to using the public IP directly.

First, you need to disable the firewall, click "Routing Setting" - "DMZ" in the navigation bar, click Enable,
set the IP address assigned by the lan port to the connected device, and forward all the ports of the
connected device, It can be accessed directly through the IP address of the wan port.

Enable: TickEnable.
Internal IP address: The ip address of the local device or the ip assigned to the connected device

through dhcp.
DMZ actually forwards all ports of the device. After the configuration is complete, click "SAVE &

APPLY" to make it take effect.

A Routing Status DMZ

The DMZ host feature allows one local host to be exposed to the Internet for a special-purpose service.

@ Network Setting

£ Routing Setting | 1 | Routing Setting

Static Routes 9 Check to enable

Port Forwards
internal IP addressl 102.168.2.1 v | [+ X Select or enter the IP address to forward to

DMZ

Black/White List

Frewal SAVE & APPLY e



Check the IP of the wan port, you can directly access the connected device through the IP of the wan
port. If you can't access it, the possible reason is that the firewall of the connected device is opened, and
you need to turn off the firewall of the connected device.

A Routing Status Network Configuration

@ Network Settin , Network Setting
WAN Seftrg WAN Setting Status Uptime: Oh 39

LAN Setting MAC-Address:
RX:17.07

DHCP Setting 7 TX: 944.94 KB

WIFI Access IPv4:]192.168.20.132}24
Point

WIFI Client

Time Reboot Override MTU 1500

Watchcat

Diagnosis
SAVE & APPLY

™ Routing Setting
You can access the connected device directly through the IP of the wan port.(Note: The computer
needsto bein the samelocal area network as the IP of the wan port before it can be accessed)

“ C A Not secure |]192.168.20.132fcgi-bin/luci 2 % 0O @ 'f_fUpda:E i)
bt i

Industrial Router

Language English 2

Authorization Required

3.3 Prot Forwards

Compared with the DMZ, port forwarding is a more refined control, which can forward the data
packets sent to a certain port to a certain host on the LAN side, and can realize the transfer of different
ports to different hosts.

First you need to disable thefirewall.

Navigation bar "Routing Setting" - "Port Forwards" setting menu, enter the "Port Forwards" interface
to configure.

A.Name: Specify the name of this rule, which can be a meaningful name.

B.Protocol: Specifies the protocol to be forwarded, which can be TCP, UDP, or TCP/UDP.

C.Internal IP address: Select the IP address that needs to be forwarded to the external network.

D.Intemall port: The port to be forwarded by the connected device or the machine.

E.External port: Add this external port through the wan port ip to access the connected device.

D.After configuration, click the "ADD" button to add a forwarding rule. Click the "SAVE & APPLY" button

tomaketherule take effect.



A Routing Status Port Forwards

: f e 2
@ Network Setting Completely forward the communication sent to a port of the external network to a designated port of an address of the internal network

™ Routing Setting

Siitic Aotes Protocol External Forward to internal Enable Sort
Port Forwards Port Forwards
This section contains no values yet
DMZ
Black/White List New port forward
Firewall
Name HTTP

DDNS/FRP
VPN Service Protocol TCcP v
System Internal IP address 192.168.2.1 S K :2 Fill in the port forwarding
Logout configuration

Internal port 80

External port 500

Click ADD <]

After the addition is successful, a port forwarding rule will be added. Click "SAVE & APPLY" to make
therule take effect. Multiple rules can be added.

Port Forwards

Completely forward the communication sent to a port of the external network to a designated port of an address of the internal network.

Port Forwards

Name Protocol External Forward to internal Enable Sort

HTTP IPv4-tcp port 500 IP 792.168.2.1, port 80 . DELETE

New port forward

Name New port forward
Protocol TCP+UDP v
Internal IP address v

Internal port

External port

SAVE & APPLY 5]

View the wan port ip, and access the internal port of the connected device or the local device through
thewan port ip and external port number.

A Routing Status Network Configuration

@ NetworkSetting 1 § Network Setting
WAN Setting <
WAN Settlng Status Uptime: Th 12m 5s
LAN Setting v MAC-Address: 1C:59:74:50:00:14

: 1 PX: 35.60 MB (37847 Pkts)
DACHSEg €10 - 3.06 MB (19790 Pkts))

WIFI Access IPv4]192.168.20.132/p4

Point

Protocol ~ DHCP address o



Access the internal port of the connected device through 192.168.20.132:500.(Note: The computer
needsto bein the samelocal area network as the IP of the wan port before it can be accessed)

®
b

o @ \\Updaze ::,\

<« C A Not secure cg\'—bin/luci
WI-FI R

Industrial Router

Language English v

Authorization Required

4. Blad/White List

1. WhitelList
Restrict all non-whitelisted hosts from accessing the external network through the local device. For
example, all devices cannot access the Intemet, and only a certain computer can be allowed, then this
computer can be addedto the whitelist.
A.Name: Customize the name.
B.Protocol: All protocols are selected by default, choose according to your needs.
C.Match ICMP type: All types are selected by default, choose according to your needs.
D.Local IP address: The IP address of the device added to the whitelist, the IP address change caused
by man-madeor otherreasons, will change the device that can access the Internet.
E. Local MAC address: The MAC address of the device added to the whitelist will not be invalid even if
thedeviceIP addressis changed.
F. Destination IP address: If not selected, it means all networks. You can also enter an IP address, such
as the public network server IP.

G.Action: Whitelist mode select ACCEPT.

A Routing Status Black & White List

By filtering IP addresses and MAC addresses, black and white lists can help manage the network connection status of access devices

@ Network Setting

£ RoutingSetting 1} Routing Setting §

[:X check Enable

Static Routes

Port Forwards

[+ X select White List

de White List

DMZ

Black/White List 2 Black/White LISt

Firewall



New list

(5 X Customize the name, choose
one of the local IP address and

< the local MAC address, here the

target address is the server's

v public network address, and the

action is ACCEPT

i o0 8

After clicking Add, a rule will be automatically refreshed in the pagelist, click "SAVE & APPLY".

Name Protocol Local Destination Action Enable Sort

P 192.168.2.59 praz- g 4l Accept forward . . @
&
save ooy B

After adding the whitelist, you can only access the public network address of the server, but cannot
access the Intemet. At the same time, other computers can neither access the public network address nor
thelnternet.

from
from

i)
LI L

oo

from

from
from

If the target address is empty, it means that the devices in the whitelist can access all networks, but
other devices cannot. If you want to disable the blacklist and whitelist functions, you just need to uncheck
the“"SAVE & APPLY"” option.
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2. BlacklList

Restrict the host in the blacklist from accessing the external network through the local device. For
example, if a computer is prohibited from accessing the Intemet, the computer can be added to the
blacklist.

A.Name: Customize the name.

B.Protocol: All protocols are selected by default, choose according to your needs.

C.Match ICMP type: All types are selected by default, choose according to your needs.

D.Local IP address: The IP address of the device added to the blacklist, the IP address change caused

by man-madeor otherreasons, will change the device that refusesto access the Internet.

E. Local MAC address:The MAC address of the device added to the blacklist will not be invalid even if

thedevice IP addressis changed.

F. Destination IP address:If not selected, it means all networks. You can also enter an IP address, such

as the public network server IP.

G.Action: Blacklist mode select REJECT.

A Routing Status Black & White List

By filtering IP addresses and MAC addresses, black and white lists can help manage the network connection status of access devices.

(2 X Check to enable

Black List

@ Network Setting

£9 Routing Setting Routing Setting

Static Routes

Port Forwards

[+ X Select Black List

Mode

DMZ

Black/White List Black/White List

Firewall
h DDNS/FRP Name List

&= VPN Service Name Protocol Local Destination Action Enable Sort

K system .
This section contains no values yet

[ Logout

New list

Name 259

Protocol All v
Customize the name, choose one
MatcaicMPLpe | 4 v of the local IP address and the
local MAC address, here the

Local IP address 192.168.2.59 (40:8d:5¢:7a:f3:f7) v

target address is the server's
Local MAC address v public network address, and the
action is REJECT

Destination IP address " m =m -

Action REJECT .

O o

After clicking Add, a rule will be automatically refreshed in the pagelist, click "SAVE & APPLY".

Name List

Name Protocol Local Destination Action Enable Sort

2,59 All IP 192.168.2.59 IP 783717 "m& Refuse forward

SAVE & APPLY o



http://www.seriallink.net/
mailto:info@seriallink.net

After adding the blacklist, you cannot access the public address of the server, only thelnternet, and
other devices are not restricted.

f data:

If the destination address is empty, it means that the devices in the blacklist cannot access all external
networks. If you want to disable the blacklist and whitelist function, just uncheck the enabled option, "SAVE
&APPLY".

3.5 FpClient

Frp is to provide http or https services in multiple external network environments by using machines
behind the intranet or firewall. For htip, https services support domain name-based virtual hosts, and
support custom domain name binding, so that multiple domain names share one port 80; Use the machine
behind the intranet or firewall to provide tcp and udp services to the external network environment, such
as accessing the host in the company's intranet environment through ssh at home.

The main functions of frp: the external network accesses the internal network machine through ssh;
the external network accesses the port forwarded by the internal network machine through frp through
the public network address plus the port humber; custom binding domain name accesses the internal
network webservice.

The premise of configuring intranet penetration is to ensure that the router can access the Intemet. If
the router cannot access the Intemet, the intranet penetration cannot be performed. Navigation bar
"Device Management" - "Diagnosis"; and disable the firewall, navigation bar "Routing Setting" - "Firewall".

Ifyou can ping 8.8.8.8, it means that the device can access the Intemet. For details, see Chapter 2.9.

Disable thefirewall. After choosing to disable thefirewall, click "SAVE & APPLY".

1. ConnecttoFrps

Preparation beforeconfiguration:

(1)Onepublic network server.
(2)Onerouter (arouter that supports frp, thatis, lintranet server).

(3)One domain nameis boundto the public network server.
Thefrp client configuration is as follows:




(1)The client needs to add the configuration of the server first to connect to the server, the navigation
bar "DDNS/FRP" - "Frp Client", select "Servers", There is an empty server by default, you can directly click
to modify it, or you can directly delete it and add one yourself.

Routing Status
Settings Rules e Server

[, ]
@ Network Setting —_—
(m}

. . Frpc - Frps Servers
Routing Setting

(% DDNS/FRP 1 DDN S/FRP lias Server Addr Server Port TCP Mux Sort

Dynamic DNS
, N 1"
Frp Client 2 Frp Client -
(<X EDIT

E VPN Service

System

Logout
Routing Status
Settings Rules 9 Servers

Network Setting
Frpc - Frps Servers
Routing Setting

(% DDNS/FRP | 1 DDNS/FRP Alias Server Addr Server Port TCP Mux Sort

Dynamic DNS
None ? ? False . - EDIT DELETE
2

Fpcient | @ Frp Client
VPN Service | ADD | (-2 ADD

System

SAVE & APPLY
Logout _

(2)After clicking "ADD" or "EDIT", a page for editing the frps server will pop up, configure it according to
the settings of the server, and click "SAVE & APPLY" after the configurationis complete.

A.Alias: Tocustomize the name of a server, you can define a meaningful name.

B.Server addr: Theaddress of the server (usually the public IP address).

C.Server port: Theport set by the server.

D.Token: Thepassword set by the server.

E.TCP mux : View and view are consistent with the server side. If the server side TCP mux s true, you
need to choose hereg, if not, you don't need to choose.

F.Click "SAVE & APPLY" after the setting is complete.

Settings Rules Servers

Frpc - Edit Frps Server

Alias = frpc

Serveraddr By pulie &

Serverport 5443 (s X Configure the port, token, and TCP mux according to the
server
Token  sessssens 5

TCP mux

@@




(3)Afterthe addition is successful, there will be an additional frp server, click "SAVE & APPLY" to start
theserver.

Settings Rules Servers

Frpc - Frps Servers

Alias Server Addr Server Port TCP Mux Sort

frpc 1€ af 5443 True . . EDIT

(4)Next, go to the "Settings" page of "Frp Client", start the frpc client, and configure as shown below.
After the configuration is complete, click "SAVE & APPLY". After the configuration is complete, "Running"
will appearon the "Common Settings" page, prove that the frp client has been started.

A.Enable: TickEnabled.

B.Server: Theserver alias you just customized.
C.Run daemon as user: Generally choose the default, you can modify it according to your needs.

D:Enablelogging: Tick as required.
E:Afterthe configuration is complete, click "SAVE & APPLY".

Frpc - Common Settings

Frp is a fast reverse proxy to help you expose a local server behind a NAT or firewall to the internet.

Running
General Options Advanced Options
Enable (2 X Check to Enable
Server  frpc K R Select the server you just added
Run daemon as user -- default -- V.

Enable logging (]

SAVE & APPLY @

Displaying that the service is running indicates that the frp client has been successfully started.

Settings Rules Servers

Frpc - Common Settings

Frp is a fast reverse proxy to help you expose a local server behind a NAT or firewall to the internet

(5)Next, go to the "Rules" page of "Frp Client", click "ADD", there is a rule by default, if you don't need
thisrule, you can deletethis rule, keep itif you need it, and add a new rule directly.



Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

o e e e a2 e O HED

(6)After adding, an "Edit Proxy Rule" page will pop up, there will be different protocol types, and the
functions implemented by different protocol types are different.

3.5.2 Add TCP proxyprotocol

The TCP protocol supports ssh connection, and also supports forwarding the page port (usually port
80)Through the public network, the remote port can access the page of the local device.

On the "Edit Proxy Rule" page, configure according to the requirements as shown in the figure below.
After the configuration is completed, click "SAVE & APPLY", and you will return to the "Proxy Rules" page,
and there will be an additional rule on the page,click "SAVE & APPLY" again to make the rule take effect.
Finally, you can access the local port opened by the local device through the public network ip: port number
(format: 106.107.108.109:5555, where 106.107.108.109is the public network address). You can add multiple tcp
rules, just make sure that the remote ports are not the same. If the remote ports are the same as the
previous ones, the latest ones will overwrite the previous ones, and the previous rules will not take effect.

A.Disabled: If checked, it meansto disable this rule.

B. Proxy Name: Customize a proxy name. The proxy nhame cannot be repeated, otherwise it will not take
effect due to name conflict.

C.Type: Select the TCP protocol.

D:Local IP: Fill in the ip of the local machine or theip allocated by the lan port of the local machinefor
the connected device. (The ip address of the device that needs to be accessed through the public
network).

E.Local port: The selected device needsto be forwarded to the port of the public network.

F.Remote port: Add this remote port to the public network address to access the local port opened by



the corresponding local device. This port number should not be the same as other rules, and do not
use the occupied port, otherwise this rule will not take effect.

G.Use encryption, Use compression: Check these two as needed.

Multiple rules can be added, as long as the remote port numbers do not conflict.

After the configuration is complete, click "SAVE & APPLY".

Settings Rules Servers

Frpc - Edit Proxy Rule

Disabled

Proxy Name HTTP
Type Tcp v

Eocalie: ||[iio70i04 [ X Configure the forwarding rules, here is to forward the 80

) port of this device, that is, the webpage, and you can
Local port 80

access it through the server's public network IP plus the
Remote port 5555 port number.

Use encryption (]

Use compression []

SAVE & APpLY B[ sves o]
After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.

Settings Rules Servers

Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

J ssh TCP 127.0.01 22 6000 - DELETE
J HTTP TCP 127.0.0.1 80 5555 EDIT DELETE

SAVE & APPLY L)

Access the local port of the local device through the public network ip and port humber, and
106.107.108.109:5555t0 access 192.16822.1 (default port 80).

< C A Notsecure cg\-bm/lucr 2 % 0 @®
WI-FI R

Industrial Router

Language English v

Authorization Required
l |

Password




Multiple tcp rules can be added. Itis necessary to ensure that the remote port number and proxy alias
are not repeated with those previously set. Ifthey are repeated, the rule may not take effect even if it exists.

3. AddSTCP ProxyRules
(1) STCP needs to configure the client and the access terminal, of which 1921682111 (the device
connected to the lan port) is used as the client, and the PC is used as the access terminal. The access
terminal can access the client by binding the local IP and port.

A.Disabled: Checking here will disable thisrule.

B. Proxy Name: Customize a proxy name, which cannot be the same as other rules, otherwise it will not

take effect dueto conflict.
C.Type: Select the STCP protocol.
D.Local IP: TheIP address assigned by thelocal device or thelan port to the connected device.

E.Local port: Thedevice needs to open a port to the public network.
F.SK: Seta password, the access terminal needs to enter the SK set here when accessing the device.

G.Use encryption,Use compression: Configure as needed.
H.Role,Server name,Bind addr,Bind port: Thesefour as clients do not need to be set.

Settings Rules

Frpc - Edit Proxy Rule

Disabled (0]
Proxy Name stcp
Type  STCP N

LocalIP  192.168.2.111

i B (1R Here 192.168.2.111:80 refers to forwarding the login web
Use encryption [J page of a routing device in the same network, and there

is no need to fill in the blank

Use compression [_]

Role

Server name

7
W

Bind addr

Bind port

SAVE & APPLY e

After generatinganew rule, you need to click "SAVE & APPLY" to make the rule take effect.



Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

) ssh TCP 127.0.0.1 22 6000 . . DELETE
(] step STCP 192.168.2.111 80 Not set DELETE

ADD

SAVE & APPLY &3]

Ifthe PC wants to access the connected device of the router as the access end, it needs to be a client of
frp, and it is also the stcp protocol, but it needs to set the visitor role and bind the local address and port.
The frp file for Windows can be downloaded from the company's official website. After downloading, open
thefrpc.ini configuration file for configuration.

~

Name Date modified Type Size
systemd File folder
[ frpc.exe Application 10,807 KB
;'_:l frpc.ini Configuration sett... 1KB
‘:] frpc_fullini Configuration sett... 11KB
[ frps.exe Application 13,814 KB
f:l frps.ini Configuration sett... 1KB
"__'I frps_full.ini Configuration sett... 6KB
[ License File 12KB
| @ frpc.ini - Notepad
File Edit Format View Help
[common]

#Server public address
server addr = 178 4" “2~ &
#server port ) . ) X i
server_port = 5443 It can be consistent with the configuration of the public network
#The server provides the token for authentication server

token = slk100200

#Prevent exiting after a connection failure
login_fail_exit = false

#Connect to the server through the TCP protocol
protocol = tcp

#consistent with the server

tcp_mux = true

pool_count = 0

tls_enable = false

heartbeat interval = 30

heartbeat timeout = 90

[stcp_abc]

#select stcp protocol

\type = step

#in the role of visitor - I
[Fole = visitor ] Visitor role needs to be set as visitor

#Agent name for client 5 : >
[server name = stcp | To be consistent with the proxy name of the client to be accessed
#Consistent with the client's SK

|sk = 123456

#Bind the local address and port for accessing the client

Generally set to the local IP address (127.0.0.1), the port number should be unused

Use the shortcut key "win+R" to quickly open the cond command window.



Run X

Type the name of a program, folder, document, or Internet

-/ : 3 5
= resource, and Windows will open it for you.
Open: ‘cmd v
3 11 = | EAfrp_0410 - o x
Home Share View (7]
] cut \/ 3 New item ~ ¥ open - [ selectal
£7 Easy access ~ Edit Select none
Pinto Quick Cop ove Copy Delete Rename  New Properties s
access i to-  to folder +  l@History 7 invert selection
Clipboard Organize New Open Select
- « | eafp 0410 | v]o 4 »
Name Size
# Quick access e Use the cd command to enter the
system : >
138 This PC wrke  directory where frpc.exe is located
& wesRiE ] frpe. 1K
. JiangSong (192.168.16.222 (stk  +2] frpc_fullini KB
1 share (192.168.16.200 (sllc-Sen, L= frpsexe 13,814K8
1 software (192.168.16.200 (slk-¢ = TTPsini e
3 . 2] frps_fullini 6KB
‘2 Local Disk (C3) OO 12KB

ol ma

First enter "E:" to enter the disk where frpc.exe is located, then use "cd+file path” to enter the folder
where frpc.exeis located, and use the command "frpc.exe -c frpc.ini" to run the client.

B¥ C:\Windows\system32\cmd.exe - frpc.exe -c frpc.ini =k m] X
£t Wind [ 10.0

0b451d189d], server udp port [0]

& C  ®] 127.0.0.1:6005}cgi-bin/luci

Authorization Required

(2)Ifthere are two routers, and one router needs to remotely access the other router or the connected
deviceof the other router, oneis the stcp access terminal, and the other is the stcp client.

The configurationis as follows:

(D Configure the client (first router,IP:192.1682.1)




A.Disabled: Checking here will disable this rule.

B. Proxy Name: Customize a proxy name, which cannot be the same as other rules, otherwise it will not
take effect dueto conflict.

C.Type: Select the STCP protocol.

D.Local IP: The IP address assigned by the local device or thelan port to the connected device.

E.Local port: Thedevice needsto open a port to the public network.
F.SK: Seta password, the access terminal needs to enter the SK set here when accessing the device.

G.Use encryption,Use compression: Configure as needed.
H.Role,Server name,Bind addr,Bind port: Thesefour as clients do not need to be set.

Settings Rules Servers

Frpc - Edit Proxy Rule

Disabled ()
Proxy Name  stcp
Type STCP ~
Local IP  192.168.2.111
Koaloat | 50 (1 X Here 192.168.2.111:80 refers to forwarding the login web
Use encryption () page of a routing device in the same network, and there
is no need to fill in the blank
Use compression (]
Role
Server name
SK  eeseee é;y
Bind addr
Bind port

SAVE & APPLY 9

After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.

Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

0 ssh TCP 127.0.0.1 22 6000 - EDIT DELETE
J step STCP 192.168.2.111 80 Not set EDIT DELETE

°
@ Configuring the Access Side (Second Router,IP:192.168.2.2)

A.You need to connectto the frp server first. For details, please refer to chapter 25.1

B.Disabled: If checked here, this rule will be disabled.

C.Proxy Name: Customize a proxy name, which cannot be the same as other rules, otherwise itwill not
take effect dueto conflict.

D.Type: Select the STCP protocol.



E.SK:Seta password, the access terminal needsto enterthe SK set here when accessing the device.
Use encryption,Use compression: Configure as needed.
G.Role: Theaccess terminal needstofill in the visitor.

H.Server name: The stcp proxy name set by thefirst router client.
1.Bind addr,Bind port: The client can be accessed by binding the address and port. The address and port

are thelocal machine or the connected device of the local machine.

Settings Rules Servers

Frpc - Edit Proxy Rule

Disabled ()
Proxy Name  stcp_visitor
Type STCP A
Local IP
Local port
Use encryption [JJ a
Use compression ]
Role  visitor
Server name  stcp

SK = seasee

@

Bind addr  192.168.2.2

Bind port 6006

save aarriy T

After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.

Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

O step_visitor STCP ? 2 Not set EDIT DELETE

ADD
& C A Notsecure (g\rbm/luci ® Y O ® ( Update :

Language:  English v

Authorization Required

Password

| |




3.5.4 Add UDP ProxyRules

The UDP protocol is used to transmit a large amount of data. The port of the connected device needs to
support the udp protocol. If the port that supports the udp protocol is opened to the public network, data
transmission can be performed through the public network and the remote port number. Multiple udp
protocol rules can be configured.

A.Disabled: Checking here meansto disable this rule.

B.  Proxy Name: Customize a proxy name. The proxy name cannot be repeated, otherwise the rule

will nottake effect dueto conflict.

C. Type: Select the UDP protocol.

D.Local IP: Fill in the ip of the machine or the ip assigned by the lan port of the machine for the
connected device (the ip address of the device that needs to be accessed through the public
network).

E. Local port: The device needs to be forwarded to the port of the public network, which must be the
port using the UDP protocol.

F. Remote port: Add this remote port to the public network address to access the local port opened by
the corresponding local device. This port number should not be the same as other rules, and do not
use the occupied port, otherwise this rule will not take effect.

G.Use encryption, Use compression: Check these two as needed.

H.Multiple rules can be added, the remote port and proxy name should not conflict, and click "SAVE &
APPLY" after the configuration is complete.

Settings Rules Servers

Frpc - Edit Proxy Rule

{1 R Select UDP and fill in the configuration

SAVE & APPLY e

After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.

Settings Rules Servers

Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

(] udp UDP 192.168.2.233 4001 6007 - . DELETE

SAVE & APPLY L




Through the UDP protocol, use the public network address and remote port number to access the
deviceforwarded to the public network (111.111.111111:6007accesses 192.168.2.233:4001).

LECPUDP Net Assistant

Settings Data log Hethssist V4.3 26
(1) Protocol SR s o—— = =
Iﬁ [2022—05-09 11:54:532.053)% SEND ASCII TO 1. 2:6007> x
R short circuit
(2) Local host addr
192.168.20.59
= [2022-05-09 11:54:32.082]# RECY ASCII FROM 1. ¥ " . 6007>
(3) Local host port short circuit

© Close | [2022-05-09 11:54:32.676]# SEND ASCII TO 1€ Tt 800>

short circuit
[“Recv Options-
(*"ASCH (" HEX i [2022-05-09 11:54:32. 712]# RECV ASCII FROM 1& - :B007>
v Log display mode [¢ fshort circuit
v Auto linefeed 1
[~ Recv save to file...

[2022-05-09 11:54:33.283]# SEND ASCII TO 1t :6007>

AutoScroll Clear -

~Send Options

@ ASCH " HEX [2022-05-09 11:54:33.322]# RECY ASCII FROM lo......c.... :6007>
v Use escape chars short circuit
[v AT CMD auto CR+LI ”

[~ Append checkcode

Data Send 2 1 - 2E6007 < Cl Clear Clear
[ Send from file ... s i v| *Clem| ¢ &
Peri [— short circuit
| fecod 1 = Send
Shorteut History
L€ Readv! 175/141 RX:1850 TX2410  _Resst | /
3.5.5 Add HTTP ProxyRules

For http and https services, domain name-based virtual hosts are supported, and custom domain
name binding is supported, so that multiple domain names can share a port 80 and access intranet web
pages through the custom domain name. Multiple http rules can be configured, which can be accessed
directly through a custom domain name. After the configuration is complete, you can access the
corresponding web page through the custom domain name plus the http penetration port (ie
vhost_http_port) provided by the server.

A.Disabled: Checking here meansto disablethisrule.

B. Proxy Name: Customize an agent name. The agent name cannot be repeated, otherwise the rule will

not take effect due to conflict.

C.Type: Select the HTTP protocol.

D.Local IP: Fill in the ip of the machine or the ip assigned by the lan port of the machine for the
connected device (the ip address of the device that needs to be accessed through the public
network).

E. Local port: The device needs to be forwarded to the port of the public network, and this port must be
the port number of the internal page.

F.Use encryption,Use compression,HTTP user,HTTP password: These four are selected as needed.

G.Subdomain: Write it if you haveit, or leave it outif you don'thaveit.

H.Custom domains: xxx. The domain hame bound to the public network, xxx is defined by itself, but the
latter must be the domain name bound to the public network.



Settings Rules Servers

Frpc - Edit Proxy Rule

Disabled

)
Proxy Name  http
Type  HTTP v
Local IP  192.168.2.111
Local port 80
Use encryption
Use compression L1 X Fill in the configuration
HTTP user
HTTP password

Subdomain

Custom domains  openwrt frp Fam=s=n- :

SAVE & APPLY R savewny |
After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.

Settings Rules Servers

Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

L) http HTTP 192.168.2.111 80 Not set - EDIT DELETE

SAVE & APPLY 3]

The browser can log in to openwrtfrip.**** ***:5080 to enter the client routing management page.
Among them, openwrt is a custom part, and you need to add a record on the domain name application
website to resolve the subdomain name;fip.***+* *** is the value of subdomain_host of the frpc server; port
5080is the intranet penetration port provided by the server, and the value of vhost_http_port;

You can configure multiple http rules in this way, and the custom domain name does not need to be the
same.

=
<« C A Notsecure | openwrt.frp; 5 icu:5080 gi-bin/luci @ % O @ (vpeere 1)

Language:  English v

Authorization Required




Chapter 4 VPN Service
A1PPTPVPN

Navigation bar "VPN Service" - "PPTP VPN", select Enableg, fill in the server address, fill in the user
name and password according to the server settings, click "SAVE & APPLY".

A.Enable: Touse PPTP VPN, you need to check it, and you can just uncheck it when you don't use it.

B.Server Address: The server IP address, usually the public IP.

C.Username,Password: Fill in the username and password set by the server.

A Routing Status PPTP Client

@ Network Setting Configurable PPTP access to VPN

™ Routing Setting Siatis %  RX:0.00B (0 Pkts)
pptp-pptp TX: 0.00 B (0 Pkts))
(% DDNS/FRP
. Enable (3
= VPNsenvice | VPN Service juh Check to enable
PPTP VPN 2 pPTP VPN Server Address 16§ u w smll
L2TP VPN
Username  slk
GREVPN
asswond' | vessaisos z Enter configuration
' System Metric 8
B Logout

SAVE & APPLY e

After the connection is successful, the address assigned by the server will appear in the status bar. If
pptpis not used, uncheckit and click "SAVE & APPLY".

PPTP Client

Configurable PPTP access to VPN

Status

Enable

4.212TPVPN

Navigation bar "VPN Service" - "L2TP VPN", select Enable, fill in the user name and password
according to the server settings, click "SAVE & APPLY".

A.Enable: Touse L2TP VPN, you need to check it, and you can just uncheck it when you don't use it.

B.Server Address: The server IP address, usually the public IP.

C.Username,Password: Enter the username and password set by the server.



A Routing Status

@ Network Setting

£ Routing Setting
(#© DDNS/FRP
E VPN Service
PPTP VPN
L2TP VPN

GRE VPN

OpenVPN
X System

B Logout

VPN Service

L2TP VPN

L2TP Client

Configurable L2TP access to VPN

Status

%8 RX:0.00 B (0 Pkts)
12tp-12tp TX: 0.00 B (0 Pkts.)

(2R Check to enable

Server Address

Username

Password

Metric

1

slk1

9

@@

[+ X Enter configuration

SAVE & APPLY e

After the connection is successful, the address assigned by the server will appear in the status bar. If

I2tpis not used, uncheckitand click "SAVE & APPLY".
L2TP Client

Configurable L2TP access to VPN

Status

Uptime: Oh Om 1s
® RX:54.008(3Pkts)
12tp-12tp TX: 54.00 B (3 Pkts.)
IPv4:192.168.10.10/32

Enable

43 GREVPN

Navigation bar "VPN Service" -
protocol of the opposite end (keep the protocol at both ends the same). The local IPv4 address and remote
IPv4 address are filled in according to the local wan port (public network) address and the peer wan port
(public network) address, and the local tunnel address and the peer tunnel address are in the same
network segment.

A Routing Status

@ Network Setting

™ Routing Setting

(% DDNS/FRP

E VPN Service
PPTP VPN
L2TP VPN
GRE VPN
OpenVPN

X System

B Logout

1

2

GRE VPN

VPN Service

Configurable GRE access to VPN

Interface information

Status

[:X Check to enable

MAC-Address: 00:00:00:00:00:00

RX: 0.00 B (0 Pkts.)

9€-9' 1x- 0.00 B (0 Pkts))

GRE VPN

Protocol

Local IPv4 address

Remote IPv4 address

gretap

106.15.120.21

106.15.110.31

Tunnel information

Local tunnel address

Netmask

1111121

255.255.255.0

"GRE VPN", select Enable, select gretap or gre according to the

[+ X Select the protocol, fill in the local and peer
addresses

[5X Fill in the address of the same network
segment as the peer

SAVE & APPLY e



Refresh status information after "SAVE & APPLY".

GRE VPN

Configurable GRE access to VPN

Interface information

Status Uptime: Oh Om 4s

MAC-Address: BE:E3:F4:9B:7C:D5
RX: 0.00 B (0 Pkts.)

TX:0.00 B (0 Pkts.)
IPv4:11.11.11.21/24

o
gre-gre

Enable

Then add routing table rules, you can successfully access the peer Lan port device.

A Routing Status Static Routes

@ Network Setting Static Routes specify over which interface and gateway a certain host or network can be reached

£ RoutingSetting 7 | Routing Setting

o Target IPv4-Netmask 1Pv4-Gatew: Metric MTU
Static Routes 8 Statlc Routes g e P ay

Port Forwards Host-1P or Network if target is a network

DMZ

This section contains no values yet
Black/White List

Firewall e click ADD

Static Routes

Static Routes specify over which interface and gateway a certain host or network can be reached

Static IPv4 Routes

Interface Target IPv4-Netmask IPv4-Gateway Metric MTU
Host-IP or Network if target is a network
I gre_static v | I 192.168.2.0 I [ 255.255.255.0 | I 11.11.11.31 l 0 1500

. i (2R Peer lan port 3R peer tunnel IP
selection remote LAN subnet mask »

gre static port

Static IPv6 Routes

Interface Target IPv6-Gateway Metric MTU

IPv6-Address or Network (CIDR)

This section contains no values yet

100
SAVE & APPLY 4
4.40penVPN

Navigation bar "Virtual Private Network" - "OpenVPN", click "SAVE & APPLY" after all configurations
are consistent with the server, the three certificates are provided by the server.



A Routing Status OpenVPN Settings

@ Network Setting (:X General Setting
General Settings Advanced Settings

Status +/ MAC-Address: 00:00:00:00:00:00
% DDNS/FRP “~ RX:0.00 B (0 Pkts.)

TX:0.00 B (0 Pkts.)

E VPNService 1 \/PN Service

(4R Check to Enable
PPTP VPN ——— Sl EE

L2TP VPN dev tun v

GREVPN

OpenVPN 2 OpenVPN proto  udp v
K System

B Logout port 1194

[5X input configuration

remote 13 EM I® @

ca [ Choose File | cacrt

cert [ Choose File | slkcrt

(s R Select or drag in the corresponding file

key Choose File | sli key

The advanced settings page is modified according to the server. If relink is checked, it means that
openvpn can automatically reconnect. If you need to automatically reconnect, you can check it. If you don't
need it, leave it unchecked. After all configurations are completed, click "“SAVE & APPLY”.

OpenVPN Settings

General Settings 0 Advanced Settings

relink

verb 3 v
auth  SHA512
cipher  AES-256-CBC

compress no S &
(¢ X Change the corresponding configuration according to the
configuration file of the server

remote_cert_tls  server D

nobind

client

client_to_client ()

SAVE & APPLY 0

After the connection is successful, the status bar will refresh the address. If openvpn is not used,
uncheckitandclick "SAVE & APPLY".




Chapter 5System

S51DateTime

Time synchronization is enabled by default. If necessary, you can change the NTP server to
synchronize the time of the server.
Navigation bar "System" - "Date Time", click "SAVE & APPLY" after setting.

A Routing Status NTP time server

@ Network Setting After the wireless gateway is powered off, the date and time settings are not saved. Enable the Sync from network function to keep the date and time current

n Routing Setting Synchronize browser time

(% DDNS/FRP Local Time 2022-05-1010:31 41 sync with browser

= VPN Service Timezone  Asia/Shanghai ¥

X' System 1 System

vatetime| @ Date Time Rt (=X sync with browser or modify NTP server

Language Enable NTP client Modify NTP server

Setting

Modify Password NTP server] o asia poolntp.org delete the current line address
add a line

Reboot

B Logout SAVE & APPLY )

Update Firmware
1.cn.pool.ntp.org

Factory Reset

5.2 Language Setting

Change the language displayed on the page according to your own needs, you can choose English or
Chinese, change it in the navigation bar "System" - "Language Setting", or change the language in the login
interface.

A Routing Status Language Setting

@ Network Setting
Language Setting

™ Routing Setting
Language English v

(% DDNS/FRP auto i
‘ (:X Modify language

E VPN Service 37 (Chinese)

SAVE & APPLY

K System 1 System
SAVE & APPLY 4]

Date Time

Language
Setting

2 Language Setting

Language English v

Authorization Required English
32 (Chinese)

Password



SLK-R680-WIFI Industrial WIFI6Router

5.3 Modify Password

The default password for login is admin. If the user needs to protect the configuration interface to
avoid being modified by others, he can modify the login password, click "System" - "Modify Password" in
tum, thenfill in the password to be modified, and then SAVE & APPLY, as follows.

A Routing Status Router Password

- 5 i
@ Network Setting Changes the administrator password for accessing the device

™ Routing Setting sonn ]

(% DDNS/FRP (2} Enter new password twice
Confirmation 2

= VPN Service

X' System 1 System

Date Time

Language SAVE & APPLY o

W

[

Setting

Modify Password 2 MOdIfy Password

5.4 Update Firmware

A Routing Status Update Firmware

@ Network Setting

Flash new firmware image
n Routing Setting Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings" to retain the current configuration (requires an OpenWrt
compatible firmware image)

(% DDNS/FRP

_ [:X Keep the configuration default checked, it is recommended to uncheck
= VPN Service

6 click UPDATE

X System System Image | Choose File | slk-r680-fv1..v1.0-wifi.img

Select or drag in a file 4]

Date Time

Language
Setting

Modify Password

Update Firmware 2 Update Firmware

Navigation bar "System" - "Update Firmware", select the file and click "UPDATE", the MD5 check code
page will appear after uploading, click "PROCEED" to upgrade, the upgrade will take a certain time, it takes
about 1~2minutes, after the upgrade is complete, log in again through "192.168.2.1".

When upgrading the firmware, you need to uncheck the "Keep settings" option.

Flash Firmware - Verify
The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity

Click "Proceed” below to start the flash procedure.

Checksum: 71ef5129¢cd3e@8f7a177be47e83¢c13b7
Size: 32.48 MB
Note: Configuration files will be erased

PROCEED J&]



http://www.seriallink.net/
mailto:info@seriallink.net

5.5 Factory Reset

Factory reset is generally when the device fails to enter the device page, or there are many function
settings, and you want to reset it,you can restore the factory default settings, the navigation bar "System" -
"Factory Reset", click "Execute reset", you can restore the device to the factory default.

A Routing Status Factory Reset

@ Network Setting Reset to defaults (X click PERFORM RESET

™ Routing Setting
4 DDNS/FRP

E VPN Service
¥ System

Date Time

Language
Setting

Modify Password

Update Firmware

Factory Reset 20 Facto ry Reset
Reboot

5.6Reboot

Immediately restart, the device can be restarted through the page, the navigation bar "System" -
"Reboot", click "Execute restart” to restart the device.

A Routing Status Device Reboot

® Network Setting st Y click PERFORM REBOOT
™ Routing Setting

7 DDNS/FRP

= VPN Service

X System 1 System

Date Time

Language
Setting

Modify Password
Update Firmware
Factory Reset

Reboot 2 Reboot




5.7 page logout

A Routing Status

@ Network Setting

™ Routing Setting

(% DDNS/FRP Click "Logout" to exit to the login interface.

= VPN Service
X System

> Logout
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